.. S& Théng tin va Truyén thong
Tinh Gia Lai
02.08.2019 16:25:04 +07:00

] UBND TINH GIA LAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPjc 1ap - Tw do - Hanh phuc
Sb: 168/QD-STTTT Gia Lai, ngay 01 thang 8 nam 2019
QUYET PINH

Vé viéc ban hanh Phwong 4n ing phé sw ¢ an toan thong tin mang
trén dia ban tinh Gia Lai

GIAM DPOC SO THONG TIN VA TRUYEN THONG

Can ctr Luat T6 chire chinh quyén dia phuong;

Can ctr Luat An toan thong tin mang;

Can ctr Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nim 2016 vé bao dam
an toan hé théng thong tin theo cap do;

Can cir Quyét dinh s 05/2017/QD-TTg ngay 16/3/2017 cia Thi tudng
Chinh phii vé ban hanh quy dinh vé hé théng phuong an mg ctru khan cp bao
dam an toan thong tin mang quoc gia;

Can ctr Thong tu s6 03/2017/TT-BTTTT ngay 24/04/2017 ctia Bo trudong Bo
Théng tin va Truyén thong quy dinh chi tiét va huong dan mot so diéu cua Nghi
dinh 85/2016/ND-CP ngay 01/7/2016 cta Chinh phil vé bao dam an toan hé thong
thong tin theo cap do;

Can ctt Thong tu s6 20/2017/TT-BTTTT ngay 12/9/2017 caa Bo trudng Bo
Thong tin va Truyén thong quy dinh vé diéu phdi, tng phé sy ¢d an toan thong tin
Mang trén toan quéc

Can ctr Quyét dinh sb 468/QDb-UBND ngay 06/6/2017 cua UBND tinh Gia
Lai vé viéc ban hanh Quy dinh vé tmg phé su ¢ an toan thong tin mang trén dija
ban tinh Gia Lai;

Can cu Quyét dinh sd 468/QD-UBND ngay 12/7/2016 cua UBND tinh Gia
Lai vé viéc quy dinh chtrc ning, nhiém vu, quyén han va co cau t6 chiic ciia S&
Thong tin va Truyén thong tinh Gia Lai;

Cian cir Ké hoach s6 2050/KH-UBND ngay 14/9/2018 cua UBND tinh vé
viéc ban hanh Ké& hoach ung phé su cd bao dam an toan thong tin mang trén dia
ban tinh Gia Lai;

Theo dé nghi ciia Trudng phong Cong nghé thong tin,

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Phuong an tmg pho sy ¢ an toan
thong tin mang trén dia ban tinh Gia Lal.

Piéu 2. Cac thanh vién Doi ing clru su ¢d an toan thong tin mang tinh Gia Lai
(theo Quyét dinh s6 1165/QD-UBND ngay 28/12/2017 ctia UBND tinh Gia Lai);
Chanh Vian phong, Trudng cac Phong chuyén mon, Giam déc Trung tdm Cong
nghé thong tin va Truyén thong thudc S Thong tin va Truyén thong tinh Gia Lai;



cac don yi, cd nhan c6 lién quan ghiu trach nhiém thi hanh Quyét dinh nay.
Quy¢t dinh nay c6 hiéu luc ké tir ngay ky./.

Noi nhdn:

- Nhu diéu 3;

- UBND tinh (bao c4o);

- Van phong Tinh uy;

- Van phong HPND tinh;

- Cong an tinh;

- B6 Chi huy Quan sy tinh;

- B6 Chi huy B¢ d6i Bién phong tinh;
- Cac sé, ban, nganh;

- UBND céc huyén, thi x4, thanh phd;
- Buu dién tinh;

- Cac Doanh nghiép Vién thong trén dia ban tinh;
- Bdo Gia Lai; Bai PTTH tinh;

-Luu: VT, P.CNTT.
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] UBND TINH GIA LAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPéc 1ap - Tu do - Hanh phuc
PHUONG AN

Ung phé su ¢ an toan thong tin mang trén dia ban tinh Gia Lai
(Ban hanh kém theo Quyet dinh so 168/0D-STTTT ngay 01 thang 8 nam 2019
cua So Thong tin va Truyén thong tinh Gia Lai)

CHUONG |
SU CAN THIET CUA PHUONG AN UNG CUU SU CO

Cin c tinh hinh mit an toan thong tin (ATTT) ¢ nudc ta ngdy cang dién bién phuc
tap, xuat hién nhiéu nguy co de doa nghiém trong dén viéc ung dung cong nghé thong tin
(CNTT) phuc vu phat trién kinh té — x4 hoi va dam bao qudc phong, an ninh. Theo s liéu
théng ké, s6 vu tin cong trén mang va cac vu xam nhép h¢ théng CNTT nhim do tham, truc
loi, phé hoai dir li¢u, an cép tai san, canh tranh khong lanh manh... dang gia ting & mirc bao
dong vé sd luong, da dang vé hinh thirc va ngay cang tinh vi hon vé cong nghé. Két qua
nghién ctru, khao sat ciing cho thdy nhiéu hé thong CNTT cua cic co quan Nha nude va
doanh nghiép, dic biét 1a cac Céng/Trang thong tin dién tir (TTPT) c6 nhiéu diém yéu vé
ATTT, chua dugc ap dung cac giai phap ddm bao an toan va bao mat thong tin phu hop.

Bit ky mot sy ¢b nao khi khong duoc xir Iy ngay c6 thé trd thanh mot van dé 16n trong
an ninh mang va cudi cing né c6 thé dan téi su pha hity dir liéu hodc lam sup d6 hé thong.
boi pho kip thot voi sy ¢ mot cach nhanh choéng gitp to chire giam thiéu sy thiét hai, han
ché cac 16 hong, ngin chin ma doc tan cong, phuc hdi cac quy trinh dich vu va giam thiéu
rii ro an ninh ma cac sy ¢b trong twong lai giy ra.

Cin ctr két qua khao sat tai Trung tdm Tich hop dit liéu cta tinh (TTTHDL) va céc s,
ban, nganh; UBND cac huyén, thi xa, thanh phd thudc tinh, S& Thong tin va Truyén thong
c6 mot s6 danh gia nhu sau:

- Hé thong thong tin cta tinh dugc phan tan nhiéu noi, chira cac Gng dung ding chung,
mot s6 so, ban, nganh ¢ cac ung dung chuyén nganh, dic thu va ung dung ty quan voi mirc
d6 phirc tap cao. Vi vay khi xay ra cac sy cd thuong s& bi dong trong phan 16n cac tinh
hué)ng. Mot phén do céc can bo quan tri hé théng chua dugc tham gia nhiéu cac khoa dao
tao vé ung ctru sy ¢b va con bd ngd khi gip cac tinh huéng chua dy phong.

- Nhéan sy quan tri hé théng thong tin con chua dugc chu trong, mat sb6 don vi chua bd
tri can bo chuyén trach vé CNTT.

- D01 ing clru su ¢d an toan thong tin mang cua tinh da dugc thanh 1ap, ban hanh quy
ché hoat dong, tuy nhién van chua cé cac phuong an (mg ctru sy cd dé dam bao cong tac
phéi hop giita cac co quan, don vi va thuc hién tGng ctru su ¢d an toan thong tin mot cach
hiéu qua.



Vi vdy, viéc xay dung cac phuong an tng ctru su ¢ 1a can thiét trong cong tac tng
ctru va xir Iy su ¢b an toan thong tin trén dja ban tinh Gia Lai nham trang bi thém cac kién
thirc cho doi ngli can b ing ctru su c¢d cua tinh; déng thoi 1 can cir dé Doi ung cuu sy cd
an toan thong tin (ATTT) mang tinh Gia Lai bdo dam hoat dong c6 hi€u qua trong qua trinh
thyc hién cong tac trng curu su cd ATTT mang trén dia ban tinh.

CHUONG Il
PHAN LOAI SU CO AN TOAN THONG TIN

I. CAC NHOM SU CO AN TOAN THONG TIN
Céc nhom su c6 ATTT duoce chia theo cac nhom sau:
- Sur ¢6 do bj tan cong mang.
- Su ¢b do 15i cua hé théng, thiét b, phﬁn mém, ha tﬁng k¥ thuat hoic do 16i duong
dién, duong truyén, hosting...
- Sur ¢6 do 16i cua nguoi quan tri, van hanh hé théng.
- Su ¢ lién quan dén cac tham hoa tu nhién nhu bio, lut, dong dat, hoa hoan v.v...

II. PHAN LOAI SU CO AN TOAN THONG TIN

Dé thuc hién tot viéc ung cuu su ¢d, can thuc hién phan loai va 1ap bang phan loai su
cd an toan thong tin nhu bén dudi, tir d6 xay dung phuong an cu thé cho ting loai riii ro sy
cd:

STT Lei  Métw  Chesyel
1 Sy c6 do bi tan Cac su c6 do tan - Tan cong tir chdi dich vu;
cong mang cong mang (tr - T4n cong gia mao;
internet hodc tr - Tén cong sir dung ma doc;
mang ndi bg) - Tén cong truy cap trai phép, chiém
quyén diéu khién;
- Tén cong thay ddi giao dién;
- T4n cong ma hoa phﬁn mém, dir liéu,
thiét bi;
- TAn cong pha hoai thong tin, dit liéu,
phan mém;
- Tan cong nghe trom, gian diép, lay
cap thong tin, dit lidu;
- T4n cong téng hop st dung két hop
nhiéu hinh thirc;
2 Sy c¢6 do 16i cua Céc 16i xuat phat tr - Sy ¢6 nguon dién;
hé théng, thiét bi, hé théng (khéng | - Su cd duong két ndi Internet;
phan mém, ha phai do yéu t6 con - Su ¢ do 16i phan mém, phan cing,
tang k¥ thuat nguoi) g dung cua hé thdng thong tin;



Céc 16i xuat phat tir
qua trinh van hanh
hé thong, tir phia

- S ¢6 lién quan dén qua tai hé thong;
- Sy ¢b khéc do 13i cia hé thong, thiét
bi, phén mém, ha téng k¥ thuat.

- Lbi trong cap nhat, thay doi, cau
hinh phan ctng;

- Ldi trong cap nhat, thay ddi, ciu

3 Su ¢6 do 16i cua
nguodi quan tri,
van hanh hé thong

4 Su c6 lién quan

dén cac tham hoa

tu nhién

con nguoi.

Cac su co vé tham

hoa tu nhién

hinh phan mém;

- Li lién quan dén chinh sach va thu
tuc an toan thong tin;

- Li lién quan dén viéc dimg dich vu
vi 1y do bat budc;

- L&i khac lién quan dén ngudi quan
tri, van hanh hé théng.

Bao lut, dong dat,...

CHUONG III

QUY TRINH VA BIEU MAU UNG CUU

I. QUY TRINH TONG QUAT VE UNG CUU SU CO

Vién chic, nhan
vién thuoc Trung
tam Cong nghé
thong tin  va
Truyén thong
(TT.CNTT&TT) -
B6 phan gitp viéc
Doi tng ctru sy s6
ATTT mang -
duoc giao tiép
nhan thong tin sy
c6 ATTT mang
cta tinh (goi tit 1a
Can bo TTTHDL)

- Thong bao su c6 (Cong
van, email, dién thoai)

Tiép nhan st 0 )<
( p 2 ® _/‘

- Phét hién su cb thong
qua kiém tra, ra soat,
danh gia




Canbd TTTHDL

Can bo TTTHDL

Can bd TTTHDL

TT.CNTT&TT,
bai ting curu sy cd
ATTT mang tinh,
chuyén gia ung
ctru su ¢o, cac don
vi lién quan (Co
quan diéu phdi
quéc gia vé ung
ctru su ¢ dé duoc
hd trg khic phuc
cac su ¢ vuot qua
kha nang xu 1y cua
dia phuong)

Xac minh/xac nhan
swco ?

Phan loai su co

v

Bao cao LD cac cap lién quan

Lién h¢ v6i cac bo phan ky thuat,
don vi ho trg xur Iy su co

Xem x¢ét tinh trang, muc
do, pham vi va do uu tién
xu ly

- Su ¢c6 do bi tan cong
mang

- Su ¢b do 13i cua hé
thong, thiét bi, phan
mém, ha tang ky thuat
hodc do 16i dudng dién,
duong truyén, hosting,

- Su ¢b do 16i ciia nguoi
quan tri, van hanh h¢
thong;

- Sy ¢ lién quan dén cac
tham hoa tu nhién nhu
bao, lut, dong dat, hoa
hoan v.v....

- Sur ¢d tn cong khac
Chi dao xur ly va phan
cong trach nhiém xu 1y

B phan ky thuat lién
quan va don vi ho trg xu
1y tiép nhan thong tin sy
co



TT.CNTT&TT,
D41 ting curu sy cd
ATTT mang tinh,
cac don vi lién
quan va chuyén
gia ing ciru sy ¢d

TT.CNTT&TT,
Doi tng ciru sy cd
ATTT mang tinh,
cac don vi lién
quan va chuyén
gia ing ciru su ¢o

TT.CNTT&TT,
Doi tng clru sy cd
ATTT mang tinh,
cac don vi lién
quan va chuyén
gia ing ciru sy ¢d

TT.CNTT&TT,
Doi ung cuu su cd
ATTT mang tinh,
cac don vi lién
quan va chuyén
gia ing ciru su ¢d

v

Thu thap thong tin dé phuc vu
phan tich su co

\4

Phan tich su co

X 1y su co?

v

Téng hop bao cao cho don vi va
LD cac cap lién quan

- Théng tin vé dau mdi
lién hé

- Thu thap thong tin hé
thong

- Thu thap chirc nang cua
hé thong

- Thu thap c4u hinh cta
hé thdng (OS, servise,
version, network,...)

- Thu thap cac tap tin,
hinh anh, email, ... bi x6a,
thoi gian bi x6a

- Thu thap b nho

- Thu thap trang thai
network va cac két ndi

- Thu thap céc tién trinh
dang chay

- Thu thap log file

- Phéan tich dong thoi
gian

- Thoi gian bi sta doi,
truy cap, tao hodc thay
doi.

- Thoi gian thyc hién cac
cap nhat 16n ddi véi hé
thong

- Thoi diém ma hé thong
sir dung 1an cubi cung

- Phan tich dtr liéu ...

- Loai bo tn cong

- Khéi phuc hé théng

- Khoéi phuc dir liéu

- V4 16i, cap nhat hé
thong

- Bao céo két qua phéan
tich su c6: mod ta chi tiét
cac budc quan trong khi
thuc hién xtr 1y su cd.
- Toéng hop bao cio giri
Lanh dao cap cip lién
quan dén sy ¢
- Rut kinh nghiém va tng
dung cho céc su ¢ twong
tw



Can bo TTTHDL

( Luu ho so )

Il. CACH THU'C THU THAP THONG TIN PHUC VU PHAN TiCH SU CO

‘ Khi xay ra su c¢d, cac can bd TTTHDL, can bo quan tri hé thong thong tin tai cac don

Vi cé’n thuc hién viéc thu thap cac thong tin bén dudi dé€ phuc vu cac cong tac ung clru, xu ly
su c0, 1ap bao céo:‘ ‘ ,

- Thong tin v€ dau mai lién h¢;

- Thu thap thong tin hé thong;

- Thu thap chtrc ndng cua h¢ thong;

- Thu thap c4u hinh ctia hé thong (OS, servise, version, network, ...);

- Thu thap ching ct;

- Thu thap bd nhd;

- Thu thap trang thai h¢ théng mang va cac két ndi;

- Thu thép céc tién trinh dang chay;

- Thu thap dir liéu luu tri trén dia cing;

- Thu thap dit li¢u trén hé théng luu trit ngoai;

- Thu thap cac nhat ky hé théng (Log file).

I11. CAC BIEU MAU VE CACH THUC XAC PINH, PHAN LOAI SU CO



BIEN BAN GHI NHAN VA XU LY SU CO

Can bo TTTHDL, can bd
quan tri hé théng thong
tin tai cac don vi

Hudng dan kich ban tmg pho
chéng tan cong DDOS

Ma s6:
Ngay hi¢u lyc:

S trang: ... trang

Bién soan Xem xét Phé duy¢t
Tén: Tén: Tén:
Churc vu: Chuc vu: Phu trach quan 1y |Chuc vu: Lanh dao don vi
Chit ky: TTTHDL, Phu trdch quan ly Chit ky:
CNTT tai don vi
Chtr ky:
Lan ban hanh/sira d6i Mo ta su thay doi

02

- Thay ddi tén, chirc niang, nhiém vu dugc phan cong tai

don vi theo cau trac moi.

Noi dung:

Noi dung théng bao sur cb:

Thoi diém xuét hién sy ¢ (hh:mm-dd/mm/yyyy):

Ngudi tiép nhan:

Tién hanh cac budc kiém tra:

Nguyén nhan su co:




Céc bién phap khic phuc:

Thoi diém két thuc su ¢b (hh:mm-dd/mm/yyyy) (néu xt Iy xong):

Kién nghi va dé xuat:

Két qua: Hé théng hoat dong tét luc ... gior ... phat, ngay ... thang ... nam...

Bién ban duogc thanh 1ap 02 ban c6 gia tri nhu nhau, mdi bén giit 01 ban

Dai dién ky thuat hai Bén (ngudi tiép nhan va ngudi bién soan) ciing xac nhan:




MAU BAO BAO CAO SU CO PQT XUAT
SO

Ho va tén nguoi bao céo: Noi nhan: Fax:
Pon vi: - Fax: Fax:
bién thoai: -
Fax: -
Thoi diém béo cao:
(hh:mmdd/mm/yyyy)

No6i dung:

Tén su co:

Thoi diém xuat hién su cd (hh:mm-dd/mm/yyyy):

Thiét bi bi su ¢d va su anh huong dén hoat dong mang ludi:

MO ta chi tiét su co:

Nguyén nhan su ¢d (néu phat hién dugc):

Céc bién phap khic phuc:

Tinh trang hié¢n tai:

Thoi diém két thuc su ¢6 (hh:mm-dd/mm/yyyy) (néu xt Iy xong):

Kién nghi va dé xuat:

Y kién cia Lanh dao Ngudi bao cdo
(Ky va ghi 6 ho tén) (Ky va ghi r6 ho tén)




. : CHUONG 1V . :
CAC TINH HUONG KHAN CAP VA PHUONG AN UNG PHO

|. TINH HUONG TAN CONG TU CHOI DICH VU

1. DPinh nghia:

Tan cong tu chdi dich vu hay DoS (Denial of Service) 1a mot su kién bao mat xay ra
khi ké tin cong c6 hanh dong ngin can ngudi ding hop phép truy cap hé théng may tinh,
thiét bi hodc cac tai nguyén mang khac. Trong tdn cong tir chdi dich vu, ké tin céng nhim
vao cac may tinh va st dung mang mdy tinh ma ngudi dung dang dung dé ngin can truy cip
email, website, tai khoan tryc tuyén (vi du nhu ngan hang) va cac dich vu khac.

2. Phan loai:

- Tdn céng SYN Flood:

SYN Flood khai thac diém yéu trong chudi két néi TCP, duoc goi 14 bét tay ba chiéu.
May chi s& nhan duoc mot thong diép dong bo (SYN) dé bat dau "bat tay". May cha nhan
tin nhan bang cach giri ¢d bao nhan (ACK) t6i mdy luu trit ban dau, sau d6 dong két ndi.
Tuy nhién, trong mot SYN Flood, tin nhin gia mao duoc giri di va két ndi khong dong =>
dich vu sép.

- Tdn c¢éng UDP Flood:

User Datagram Protocol (UDP) la mdgt giao thirc mang khong session. Mgt UDP Flood
nham dén cac cong ngiu nhién trén may tinh hodc mang véi cac goi tin UDP. May chu kiém
tra ing dung tai cac cong d6 nhung khong tim thay tng dung nao.

- HTTP Flood:

HTTP Flood gan giéng nhu cac yéu cau GET hoic POST hop phéap dugc khai thac boi
mot hacker. N6 sir dung it bang théng hon céc loai tin cong khac nhung né cé thé budc may
chu str dung cac ngudn lyc tbi da.

- Ping of Death:

Ping of Death diéu khién cac giao thtc IP bing cach guri nhitng doan mi doc dén mot
hé thdng. Day 1a loai DDoS pho bién cach ddy hai thap ky nhung da khong con hiéu qua
vao thoi diém hién tai.

- Smurf Attack:

Smurf Attack khai thac giao thirc Internet (IP) va ICMP (Internet Control Message
Protocol) str dung mdt chuong trinh phﬁn mém ddc hai goi la smurf. N6 gid mao mot dia chi
IP va stir dung ICMP, sau d6 ping cac dia chi IP trén mot mang nhét dinh.

- Tdn céng Fraggle Attack:

Fraggle Attack st dung mot lugng 16n luu lugng UDP vao mang phat song cua router.
N6 giébng nhu mot cude tan cong Smurf, sir dung UDP nhiéu hon 1a ICMP.
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- Tdn céng Slowloris:

Slowloris cho phép ké tin cong sir dung ngudn luc t6i thiéu trong mot cude tan cong
va cac muc tiéu trén may chit web. Khi di két ndi véi muyc tiéu mong mudn, Slowloris gt
lién két 46 mé cang 1au cang tot véi HTTP tran ngdp. Kiéu tin cong nay di dugc sir dung
trong mot s6 DDoSing kiéu hacktivist (tdn cong vi muc tiéu chinh tri) cao cip, bao gdom
cudc bau cir tong théng Iran nam 2009. Viéc giam thiéu anh hudng véi loai hinh tan cong
nay 1a rat kho khan.

- Application Level Attacks:

Application Level Attacks khai thac 16 hong trong cac tng dung. Muc tiéu cta loai tin
cong nay khong phai 13 toan bd may chu, ma 13 cac ing dung véi nhitng diém yéu duoc biét
dén.

- NTP Amplification:

NTPAmplification khai thac cac may chia NTP (Network Time Protocol), mdt giao
thirc dugc st dung dé df)ng bo thoi gian mang, lam tran ngdp luu lugng UDP. Day la
reflection attack bi khuéch dai. Trong reflection attack bat ky nao déu s& c6 phan hoi tir may
chu dén IP gia mao, khi bi khuéch dai, thi phan hoi tir may chu s& khong con tuong xing
v6i yéu cau ban dau. Vi sir dung bang thong 16n khi bi DDoS nén loai tin cong nay c6 tinh
phé hoai va volumne cao.

- Advanced Persistent DoS (APDoS):

Advanced Persistent DoS (APDo0S) 1a mt loai tin cong duge st dung bai hacker véi
mong mudn giy ra nhimng thiét hai nghiém trong. N6 sir dung nhiéu kiéu tin cong duoc dé
cap trude d6 HTTP Flood, SYN Flood, v.v...) va thuong nhdm tan cong theo kiéu giri hang
triéu yéu cau/gidy. Cac cudc tin cong ciia APDoS cé thé kéo dai hang tuan, phu thudc vao
kha nang cua hacker dé chuyén ddi cac chién thuat bat cir lic nao va tao ra su da dang dé
tranh cac bao vé an ninh.

- Zero-day DDoS Attacks:

Zero-day DDoS Attacks 1a tén dwugc dit cho cac phuong phap tan cong DDoS mdi,
khai thac cac 16 hong chua dugc va.

- HTTP GET:

HTTP GET 1a mét kiéu tin cong 16p tung dung (Application Layer attack), quy mé nhod
hon va dugc nhdm t&i nhitng muc tiéu hon. Application Level Attacks khai thac 15 hong
trong cac tmg dung. Muc tiéu ciia loai tdn cong nay khong phai 1a toan bd may chu, ma 1a
cac ung dung véi nhitng diém yéu duoc biét dén. HTTP GET khai thac quy trinh trinh cua
mot trinh duyét web hodc tmg dung HTTP nao d6 va yéu cau mot tng dung hoic may chi
cho mdi yéu cau HTTP, d6 1a GET hoiac POST. HTTP Flood gan giéng nhu cac yéu cau
GET hoac POST hop phap dugc khai thac bdi mot hacker. N6 su dung it bang thong hon
cac loai tn cong khac nhung né c6 thé budc may chu sir dung cac ngudn luc tdi da. Rat kho
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dé chong lai kiéu tAn cong nay vi ching sir dung cac yéu cau URL tiéu chuén, thay vi cac
tap 1énh bi hong hodc khdi lugng 16n.

3. Dau hiéu nhan dién:

- Khong phai su sap d6 hoan toan nao cua dich vu ciing 1 két qua ctia mot tin cong tir
chdi dich vu. C6 nhiéu van dé k¥ thuat véi mot mang hodc voi cac quan trj vién dang thuc
hién viéc bao tri va quan 1y. Mic du thé nhung véi cac dau hiéu dudi ddy nguoi dung co thé
nhén ra tn cong DoS hodc DdoS:

- Thyuc thi mang cham mdt cach khong binh thuong (mé file hay truy cap website).

- Khong vao dugc website ngudi dung van xem.

- Khong thé truy cap dén bat ky mot website nao.

- S6 luong thu rac ting mot cach dot bién trong tai khoan cua ngudi dung.

4. Pham vi anh hudéng:

DoS ¢6 thé lam ngung hoat dong cua mot may tinh, tr mang nodi bd dén ca mot hé
thong mang 16n.
5. Phuwong an xur ly:

1 Giam sat va thong bao khi tin cong DoS/DDoS x4y ra.

Thong bao cac bo phan don vi lién quan khi thay hién tugng DoS/DDoS xay ra:

- Lanh dao Trung tim CNTT&TT (don vi duoc giao quan 1y truc tiép TTTHDL) -
TTTHDL;

- B6 phan k¥ thuat TTTHDL, can bo duoc giao tiép nhan thong tin sw ¢6 ATTT
mang cua tinh tai TTTHDL (Trung tam CNTT&TT);

- Pon vi quéan 1y website bj tin cong.

2 Phan tich log hé théng dé xac dinh ngudn tan cong, pham vi va hinh thirc tan cong:

- Phan tich log Router gateway va cong cu giam sat luu luong PRTG dé xac dinh
nguon IP va hudng tan cong.

- Phan tich log Firewall dé xac dinh ngudn IP va hinh thirc tn cong.

- Phén tich log system, dich vu va tai nguyén cua server hosting website bi tan
cong dé xac dinh tinh trang hoat dong cua hé théng va dich vu.

3 Thuc hién cac bién phap ngan chan: ‘

- Néu nguon tan cong den tir cac IP nude ngoai, can xir ly chan cac IP theo Geo
Location.

- Néu ngudn tin cong dén tir cac IP trong nudc, can thuc hién loc cac IP va gti
ISP lién quan dé c6 phuong an xir 1y.

3.1 | Xt 1y noi b TTTHDL:
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- Tao route trén router gateway dé dinh tuyén nguon tan cong vao NULLO nham
giam luu luong tan cong vao website.
- Yéu cau cac ISP chan (null-route) domain/IP cac may chit CnC, céc dai IP tham
gia DdoS dé block ngudn IP tan cong hodc ngan chin luu lugng tan cong vao
Website.
- Thyc hién cau hinh trén Firewall ngoai:
+ Tao rule trén Firewall ngoai dé ngan ngudn IP tin cong.
+ Tang sb luong gidi han két ndi cho phép hién tai Ién t6i da 700.000 de c6 thé
chiu dugc tan cong DDoS nhiéu hon (c4n ddi trén tdng gidi han két ndi cho
phép cua hé théng VSX 14 1.200.000).
+ Bat cac signatures 1én quan dén tin cong tang Network.
+ Thyc hién mét s6 chinh sach chéng DoS caa WAF dé han ché tan cong va
duy tri dich vu:
+ Khi tong s cac request vuot qua 500 trong vong 10s ddi véi 1 IP, action
ngan chan la block session.
+ Khi tong sb cac request c6 ma 15i tra vé 1a 400,403,405, 500,501,503 vuot
qua 150 trong vong 5s, action ngan chén la block session.
+ Khi t6ng so cac request bat Ky vuot qua 999 trong vong 60s va thoi gian hoi
dap vuot qua 9999ms, action ngan chan 1a block session.
- Tang tai nguyén CPU, RAM cho server hosting website bi tan cong (néu qua ti)
va chi tai cac may chii nham duy tri dich vu.
- Thuc hién cac bién phap k§ thuat toi wu dép @ng cua website.

3.2 | X ly mé rong néu tan cong van con xay ra:

- Lién hé voi ISP ¢6 luu lugng tn cong DoS dé mé rong bang thong.

- Lién hé voi ISP (VDC, FPT) trién khai giai phap CDN dé giam luu lugng vao
server.
- Tao hé thdng server du phong thay thé va c6 1ap hé thong hién tai dé phan tich
van dé dang xay ra.
- Lién hé véi cac chuyén gia tng ctru sy ¢d tham gia phén tich va tim bién phéap xu
ly: + Truy tim may chua CnC, truy tim ma doc do hacker phat tan.

+ Phan tich mau ma doc va viét cong cu diét cac ma doc.

+ Theo di va cap nhat cac mau ma doc mai.

4 Khoi phuc lai trang thai ban dau khi tan cong di cham dut:

- Tiép tuc thep doi giam sat dé xac dinh tinh trang tan cong va khoi phuc vé trang

thai ban dau khi da cham dut.

- Giri email thong bao cho cac ISP ¢6 nguon IP tan cong dé thong bao, yéu cau ho
ngin chin va xu 1y hanh vi tan cong.

- Lién hé voi don vi an ninh quéc gia (néu IP thudc Viet Nam) dé yéu cau diéu tra
nguoi thuc hién va xit Iy theo phat luat.

5 Thuc hién cac bién phap phong ngua:

Lép tai liéu qua trinh tan cong khac phuc, thao luan rut kinh nghiém va thyc hién
dieu chinh ké hoach/kich ban phong thu phu hop.
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I1. TINH HUONG TAN CONG GIA MAO

1. Pinh nghia:

T4n cong gia mao (thuét ngir gdc tiéng Anh: phishing, bién thé tir fishing, nghia 1a cau
c4, c6 thé anh huong tir chir phreaking, nghia 13 st dung dién thoai ngudi khac khong tra
phi, &m chi viéc "nht" nguoi dung tiét 10 thong tin mat), trong linh vuc bdo mat may tinh, la
mot hanh vi gia mao 4c y nham lay dugc cac thong tin nhay cam nhu tén ngudi dung, mat
khau va céc chi tiét thé tin dung bang cach gia dang thanh mot chu thé tin cdy trong mot
giao dich dién tur.

2. Phan loai:
- Email and Spam:

Nhiung mét lién két trong mot email chuyén hudng téi mot trang web khong an toan
va yéu cau ngudi ding cung cp nhimng thong tin nhay cam:

Gia mao dia chi nguoi giri trong mot email dé xuat hién nhu mot ngudn dang tin cay
va yéu cau thong tin nhay cam.

bat mot Trojan (ma doc) thong qua mat tap tin dinh kém trong email hodc quang céo
thir dugc giri vao hom thu cua ngudi dung. Tir d6, ké xam nhap c6 thé khai thac 16 hong va
c6 dugc thong tin nhay cam.

- Web-based Delivery:

Bang cach chén vao trang web nhitng banner hodc nhimng text quang cdo ¢ ¥ khiéu
khich su t0 mo cta ngudi dung. Vi du nhu nhitng hinh anh khiéu ddm, nhitng nd1 dung dang
noéng. Két qua sau khi click vao d6 thi may tinh cua ngudi dung c6 thé bi nhiém mot loai
malware nao do, phuc vu cho mot cong tAn cong khac.

3. Dau hiéu nhan dién:
- Mot dia chi la (tén mién khong rd rang, dai ngoan ngéo, c6 chira link khac).

- Puong dan gia mao thudng chira nhiéu ky tw vo nghia hodc cac chudi vin ban bd
sung.

- SSL va chimng thir s6 ctia website khong c6 bao mat (not secure).
- Mail nhén dugc tir nhitng tai khoan vo danh.

4. Pham vi anh huéng:

- L§ thong tin nguoi dung.

- Mat tai san nguoi dung.

5. Phuwong an xir ly:

1 Thong bao cac bd phan, don vi lién quan khi thay hién tugng phat tin email gia
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mao.

- Lanh dao don vi van hanh, quan li cong nghé thong tin.

- Ban Giam dbc don vi.

- B0 phan, don vi lién quan.

2 Xt 1y tam thoi:

- Block email gia mao c6 thong tin la.

- Kiém tra Log va x4c dinh nguoi dung d3 nhan email gia mao email cua hé thong.
- Thong béo va dé nghi nguoi dung kiém tra lai tinh trang an toan trén may tinh ca
nhan, d& nghi ngudi dung thay doi mat khau va kiém tra thong tin c4 nhan cua
minh.

- Theo d6i tinh trang giri nhan va dang nhap cia cac nguoi dung nghi ngo tai
khoan cua ngudi ding bi ké xau loi dung.

- Thong bao véi ngudi dung va bd phan Security néu xay ra cac tinh trang bat
thuong. Block tam thoi chiéu giri ciia account ngudi ding dé bo phan Security xir
ly.

3 X Iy mo rong:

- Trién khai mot bo loc SPAM phat hién cac mail gia mao giri dén nguoi ding va
nhan vién ndi bo cia co quan, don vi.

- Ma hoa cac thong tin quan trong, nhay cam .

4 Khoi phuc lai trang thai ban dau:

Kiém tra lai cac thong tin ciia ngudi dung cé trong danh sach nhan dugc thong tin
gia mao. Tién hanh thong bao cho nguoi ding day.

5 Thuc hién cac bién phap phong ngura:

Lap tai liéu qua trinh tin cong khic phuc, thao luan rat kinh nghiém va thuc hién
diéu chinh ké hoach/kich ban phong thii phu hop.

5.1. Doi voi ca nhan:

- Hay céan than va khong nén tra 161 bat ky thu rac nao yéu cau nguodi dung xac nhén
hodc cdp nhat bat ky thong tin nao vé tai khoan ctia nguoi dung. Tham chi c6 vé nhu dugce
cung cap bdi mot to6 chirc uy tin hoac dé 1a yéu cau hoan lai tién cho nguoi dung.

- Khong nhap bat ky lién két di kém véi thu rac, néu nguoi dung khong chic chan vé
no.

- Khong bao gio gtri thong tin bi mat ctia ngudi dung vé tai khoan ctia ngudi ding
trong email.

- Khong tra 10i nhimng thu Ira dao d6, nhiing ké gian 1an thudng giri cho ngudi ding sé
dién thoai dé ngudi dung goi cho ho vi muc dich kinh doanh. Ho str dung cong nghé Voice
over Internet Protocol. Vi cong nghé ndy, cac cudc goi ciia ho khong bao gid co thé duge
truy tim.

- Pé giam thiéu rii ro boi nhimg vu lra dao phishing nay ngudi ding nén sir dung
tuong lra, phan mém chdong gian diép va phan mém chéng virus. Va phai dam bao cap nhat
phan mém nay thudng xuyén dé biao mat may tinh cta ngudi dung.
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- Hay chuyén céc thu rac dén spam@uce.gov. Ngudi ding ciing c6 thé giri email toi
reportphishing@antiphishing.org To chirc nay gitip chéng lai cac phishing khéc.

5.2. Pdi v6i cac co quan, to chire, doanh nghiép:

- Dao tao nhan thirc cia can bg va thyc hién cac budi tdp huan véi cac tinh huong gia
mao gia mao.

- Trién khai mot b loc SPAM dé phat hién vi rat, ngudi giri tréng cho toan bo hé
théng mail cua co quan, don vi.

- Giir tit ca cac hé théng hién tai voi cac ban va 16i bao mat va cap nhat moi nhét. Cai
dit mot giai phap chdng virus, 1én lich cap nhat chir ky, va theo ddi trang thai chdng virus
trén tat ca cac thiét bi.

- Cung véi d6 co quan, don vi phai ma hoa tat ca thong tin nhay cam, quan trong.
I11. TINH HUONG TAN CONG SU DUNG MA PQC PHAT TAN QUA EMAIL

1. Gi6i thiéu:
Ma doc hay “Malicious software” la mdt loai phén mém dugc tao ra va chén vao hé
théng mot cach bi mat véi muyc dich tham nhap, pha hoai hé thdng hoic lay cap thong tin,
lam gian doan, ton hai toi tinh bi mat, tinh toan ven va tinh sin sang cia may tinh nan nhan.

2. Phan loai:
- Trojan:

bac tinh pha hoai may tinh, thuc hi€n cac hanh vi pha hoai nhu: x6a file, [am do vo
cac chuong trinh thong thudng, ngan chin nguoi dung két ndi internet. ..

- Worm:

Cung voi cac loai ma doc may tinh nhu Trojan, WannaCry, Worm (sau may tinh) la
loai virus phat trién va 1ay lan manh mé& nhét hién nay nhd mang Internet. Vao thoi diém
ban dau, Worm duogc tao ra chi voi muc dich phét tan qua thu dién tir — email. Khi 1ay vao
may tinh, chung thuc hién tim kiém cac sb dija chi, danh sach email trén may nan nhan roi
gid mao cac email dé gui ban than ching téi cac dia chi thu thap dugc. Cac email do worm
tao ra thuong c6 ndi dung “gidt gan”, hoac “hép dan”, hodc trich dan mot email nao d6 ¢
may nan nhan dé nguy trang. Diéu nay khién cc email gia mao tré nén “that” hon va ngudi
nhan dé bi danh lra hon. Nho nhiing email gia mao d6 ma Worm lay lan manh mé trén
mang Internet theo cap s6 nhan.

Bén canh Worm lay lan theo cach truyén théng sir dung email, Worm hién nay con sir
dung phuong phép lan lan qua 6 USB. Thiét bi nhd USB di tré nén pho bién trén toan thé
gidi do loi thé kich thudc nho, co dong va tré thanh phuong tién 1ay lan 1y tudng cho
Worm.
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Dua dic diém lay lan manh mé cua Worm, nhiing ké viét virus d dua thém vao Worm
céc tinh nang pha hoai, an cap thong tin..., Worm di tro thanh “nguoi dung dong hanh” cta
nhirng phan mém ddc hai khac nhu BackDoor, Adware.. .

- Spyware:
La phan mém cai dat trén may tinh nguoi dung nham thu thap cac thong tin nguoi
dung mdt cach bi mat, khong dugc sy cho phép cia nguoi dung.

- Adware:

Phin mém quang cdo, hd trg quang cdo, 1a cac phadn mém ty dong tai, pop up, hién thi
hinh anh va cac thong tin quang céo dé ép ngudi ding doc, xem céc thong tin quang cao.
Céc phan mém nay khong c6 tinh pha hoai nhung né 1am anh hudng téi hiéu ning cua thiét
bi va gay kho chiu cho nguoi dung.

- Ransomware:

Day 1a phan mém khi 1ay nhi€ém vao may tinh no s€ kiém soat hé thong hodc kiém soat
may tinh va y€u cau nan nhan phai tra tién dé co thé khoi phuc lai diéu khién véi hé thong.

- Virus Hoax:

Virus Hoax 1a céc canh bao gid vé virus. Cac canh bao gid nay thuong nip dudi dang
mot yéu cau khan cap dé bao v¢ hé thong. Muc ti€u ctiia canh bdo virus gia la c6 gang 161
kéo moi ngudi gui canh bao cang nhiéu cang tot qua email.

Ban than canh bao gia 1a khong gdy nguy hiém truc tiép nhung nhiing thu giri dé
canh bao c6 thé chira ma doc hai hodc trong canh bao gia co chtra cac chi dan vé thiét lap lai
hé diéu hanh, xo4 file lam nguy hai t6i hé thdng. Kiéu canh bao gia nay ciing gdy tn thoi
gian va quy rdi bd phan hd tro k¥ thuat khi c6 qua nhiéu ngudi goi dén va yéu cau dich vu.

- Rootkit:

Rootkit ra do1 sau céc loai virus khac, nhung rootkit lai dugc coi 1a mot trong nhiing
loai virus nguy hiém nht.

Ban than rootkit khong thuc sy 1a virus, day la phé“m mém hodc mot nhém céc phén
mém may tinh dugc giai phap dé can thiép sau vao hé thong mdy tinh (nhan cia hé diéu
hanh hodc tham chi 1a phan cimg clia may tinh) véi muyc tiéu che gidu ban than nd va cac
loai phﬁn mém doc hai khac.

V&i sy xuét hién cua rootkit, cac phén mém ddc hai nhu tré nén “vo hinh” trude nhiing
cong cu thong thudng tham chi vo hinh ca véi cac phan mém diét virus. Viéc phat hién ma
doc va tidu diét virus tré' nén khé khin hon rat nhiéu trudc su bao vé ciia rootkit — von duoc
trang bi nhiéu ki thuat méi hién dai.

Xuat hién 1an du trén hé théng Unix tir kha lau, nhung ké tir 1an xudt hién “chinh
thire” trén hé diéu hanh Windows vao nam 2005, Rootkit dang dan tré nén phd bién va tré
thanh cong cu che giéu htru hiéu cho cac loai phén mém doc hai khéc.
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3. DAu hién nhan dién:
- May tinh xuét hién cic ddu hiéu bat thudong khi sir dung 13 cac dau hiéu dau tién
chung ta cdn quan tAm. Cac chuyén bat thudng c6 nguy co cao:

- May tinh dang sir dung bi cham, cac tac vu va ung dung khong hoat dong binh
thuong.

- Co6 chuong trinh la bat cac thong bao, tu dong bat, tu dong tat.

- M4y tinh tu dong khoi dong lai, man hinh, Webcam tu dung bat sang.

- Chudt tir dong didu khién nhu c6 ngudi dang sir dung may tinh.

- Trinh duyét xuét hién cac plugin la, thudng xuyén bat quang cdo khong mong mudn.

- Khi kiém tra ki hon béng cac cong cu giam sat, may tinh dang chay céc tién trinh la,
cac chuong trinh khong dugc cai diat hodc khong c6 nguon goc rd rang.

- Bang thong mang 16n, 6 ciimg hoat dong vai toc do cao.
- Xuét hién cac chuong trinh hd tro diéu khién tir xa duoc cai dat hodc duoc bat.
- Nhiéu tép tin bi ma hoa, bi thay d6i dinh dang, thay d6i phan mé rong.

- Chuong trinh duyét tap tin trén windows (Window Explorer) bi bién mat hoic khong
thé sir dung duoc.

4. Pham vi anh huwéng:

- M6t cudc tin cong mi doc 1ay lan rat nhanh trong mot khoang thoi gian ngin gy
thiét hai nghiém trong cho cac ¢4 nhan, t6 churc.

- Cac may chu khi bi hacker nam giir s& bi loi dung dé 1am "ban dap" tan cong sang
cac hé thong may tinh khac. Khong chi bi tin cong, nim giir, nhiéu mdy chu cta cac co
quan chinh phii con bi rao ban trén cac chg den ctia hacker. Nhiéu may chu cua cic co quan
chinh phi cling bi tan céng, nam gir nhiéu lan vi t6n tai cac 16 hong bao mat don gian
nhung nhiéu co quan khong khic phuc. Pay 1a 16 hong rit dang lo ngai cho hé thong méy
tinh ctia cac co quan chinh phu tai Viét Nam.

5. Phwong an xur ly:

- Bé xur li nhanh v&i cac dau hiéu nghi ngd ma doc, phuong phap tét nhat 1a tim téi sy
hd trg tir cac chuyén gia, nhitng ngudi ¢ kinh nghiém. Tuy nhién, truéc khi nhd t6i cic
chuyén gia giup dd, ban than mdi nguoi can tu chu dong trang bi va thuc hi¢én mot s6 bude
dé dam bao an ninh thong tin cho c4 nhén:

- Theo ddi ki va ghi nhan cac dau hi¢u bat thuong.

- Str dung mot thiét bi tin twong khéc, thuc hién thay doi, cap nhat mat khau cac dich

vu quan trong, thiét 1ap x4c thuc hai budc cho Gmail, Facebook va céc tai khoan quan trong.

- Backup (sao luu) lai cac dir 1i€u quan trong.
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- Sau khi xur li so bg, nguoi dung tdt nhat nén lién hé véi cac chuyén gia dé nhan duogc
tu van cu thé cho ting truong hop.

- Bé tranh cac nguy co ma doc 14y nhiém, gdy anh hudng t6i hé thdng va dir liéu, thay
vi doi dén khi md doc 1ay nhiém méi xir i ching ta can trang bi truéc cac phuong phap
phong tranh. C6 mot s6 phuong phap can luu y:

- Ludn ludn cai diat va st dung mot phén mém diét virus chinh hang. Vi du:
Kaspersky, CyStack, Bitdifender, Avast, Norton, Bkav, ... Viéc Xuat hién mot phﬁn mém
diét virus c6 thé ching ta rat it khi thdy mi doc nao duoc phat hién hay diét, tuy nhién nd
gitip chiing ta phong tranh ma doc duge cac hiém hoa x4u xa va gitip chiing ta yén tim hon
khi duyét web hodc download cac phan mém.

- Xay dung chinh sach véi cac thiét bi PnP: Vi cac thiét bi loai nay: USB, CD/DVD,
... virus c6 thé loi dung dé thuc thi ma khong can su cho phép ciia nguoi ding. Do d6, can
thiét 1ap lai ché do cho céac thiét bi va chuong trinh ndy dé han ché su thyc thi khong kiém
soat ctia mi doc. Ngoai ra, trong qua trinh st dung céc thiét bi nhu USB, ching ta khong
nén mo truc tiép bang cach chon o dia réi nhan phim Enter, hodc nhap d6i chudt vao bicu
tugng ma nén bam chudt phai roi click vao explore.

- Thiét lap quy tic dbi xir voi cac file: Khong nén mé hodc tai vé cac file khong rd
nguén géc, dac biét 1a cac file thyc thi (cac file co dudi .exe, .dll, ...). Véi cac file khong 10
nguodn gbc nay, tot nhat chung ta nén tién hanh quét bang phan mém diét virus hodc thuc
hién kiém tra tryc tiép trén website: https://www.virustotal.com Khi ¢6 nghi ngd duoc canh
béo can dung viéc thuc thi file lai dé dam bao an toan.

- Truy cép web an toan: Qud trinh truy cip web 13 nguyén nhan khién may tinh dé
dang bi nhiém ma doc néu ngudi dung khong c6 nhan thuc dung dan. Khi truy cap web can
chu y: Khong nén truy cap vao cac trang web den, cac trang web doc hai, c6 ndi dung khong
lanh manh, khong tuy tién click vao cac url tir cac email hodc tir ndi dung chat, trén céc
website, ... Cac website va url nhu trén thudng xuyén an chira cac ma doc va chi doi ngudi
dung click, n6 s& ty dong tai ve, thiét 1ap cai dat dé thuc thi hop phap trén may tinh ngudi
ding. Mot vi du tiéu biéu d6 1a khi chiing ta phan tich va theo ddi cic may cla cac nhan
vién vin phong, cic may tinh nay hau hét déu bi cai dit cac addon hodc cac phin mém quan
c4o do qua trinh duyét web chinh ban than nguoi st dung dd cho phép addon hodc phan
mém do6 thyc thi.

- Cap nhat may tinh, phan mém: Thudng xuyén cap nhat cac ban va duge cung cap tir
hé diéu hanh, cac ban va cho cc tmg dung dang sir dung va dic biét 1a cap nhat chuong
trinh di¢t virus. Day la yéu td quan trong dé tranh duoc cac loai ma doc loi dung cac 16 héng
dé lay lan, dong thoi ciing cap nhat duoc cac mau ma doc méi dé giup phan mém diét virus
lam vi¢c hiéu qua hon.

- Nho chuyén gia can thiép: Khi thiy mdy tinh c6 cac dau hiéu bi 1ay nhiém can tién
hanh quét ngay bang phan mém diét virus, néu van khong c6 tién trién tét, cin nhd sy giup
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dd cua cac chuyén gia dé kiém tra may tinh, phat hi¢n va ti€u di¢t ma ddc ngay. Co thé viéc
nay s€ lam ton thoi gian va tién bac nhung no6 that sy can thiét vi rat c6 thé tac hai cua viéc
dé nguyén may tinh con ton kém va thiét hai hon rat nhiéu lan.

IV. TINH HUONG TAN CONG TRUY CAP TRAI PHEP, CHIEM QUYEN
PIEU KHIEN

1. Gi6i thi¢u:

Tan cong truy cap trai phép, chiém quyén diéu khién 1a kiéu tdn cong ma hacker tin
cong dé truy cap vao nhiing noi c6 tinh riéng tu, tai san riéng. Muc dich 1a dé danh cép
thong tin, pha hoai hé thong, cai dit cic phdn mém doc hai: virus, spyware, keylogger,
backdoor, sniffer... Mot s6 hinh thtrc dién hinh la:

- Session Hijacking:

Thuat ngit chiém quyén diéu khién session (session hijacking) chtra dung mot loat
cac tan cong khac nhau. Nhin chung, cac tin cong c6 lién quan dén su khai thac session
giita cac thiét bi déu dugc coi 1a chiém quyén diéu khién session. Khi dé cdp dén mot
session, chiing ta s& noi vé két ndi giita cac thiét bi ma trong d6 co trang thai dam thoai
duoc thiét 1ap khi két ndi chinh thirc dugc tao, két ndi nay duogc duy tri va phai st dung mot
qua trinh ndo d6 dé ngit no.

Co hai dang Session Hijacking d6 1a chu dong va b1 dong. Khac biét chinh gitra hai
hinh thtrc hijacking nay phu thudc vao su tdc dong cua hacker 1€n phién lam vi¢c cua nguoi
sit dung trong moi trudng mang. O trang thai chu dong hacker s& tim cac phién lam viéc
dang hoat dong va chiém doat né théng qua cac cong cu va tinh toan cac gia tri tudn tu coa
g6i tin trong TCP session. Nguoc lai, & tinh hudng tan cong hijacking thu dong thi cac ké
tan cong chi theo ddi va ghi lai tit ca nhitng truyén thong dugc goi bdi nguoi sir dung hop
1€.

- Local Attack:

La mot phuong phap rat phd bién dung dé tin cong 1 website ndo dé trén cung 1
server. Cong cu cua viéc tn cong nay 1a dung cac doan ma khai thac duoc viét bang 1 s6
ngon ngtt 1ap trinh nhu: PHP, ASP.Net, Python... Cac doan ma dé dugc goi la Shell. Khi
mot hosting trén server bj upload 1én doan file shell nay, ngudi tin cong c6 thé dung cac ciu
1énh khai thac dé thAm nhap qua cac tai khoan hosting cting server dé doc cac thong tin nhay
cam nhu: Email, thong tin Database (username, password..) mét cach dé dang. Tir d6 ngudi
tan cong c6 thé 1lam moi diéu ho mubn. Cong viéc dau tién ciia ngudi hack local attack 1a
tim hiéu thong tin muc tiéu. Ho s& quét so qua trude thong tin vé domain, ip hosting cia
ngudi dung dang sir dung. Ho s& vao va xem website ciia ngudi dung dang chay mé ngudn
gi, c6 str dung plugin hay code gi c6 18i dé khai thac hay khong...Néu website ctia nguoi
dung ton tai cac 16i nhu SQL Injection hodc XSS hodc 1 s6 161 phé bién khac thi ho s& tan
cong truc tiép vao. Con nguoce lai, khi ho da kiém tra qua website cua ngudi ding, c¢6 vé
nhu khong c6 16i dé khai thac, ho s& bt ddu Reverse IP hosting ctia ngudi dung. Thudt ngit
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nay dung dé quét ra tat ca website dang chay cung IP server v6i ngudi ding — hang xom cia
nguoi dung. Tuy theo Server ma ho setup cho server d6 chay bao nhiéu website cung luc.
Sau khi da c6 danh sach website do, ho lai tiép tuc ra soat xem c6 bao nhiéu web hang xé6m
ctia ngudi dung dinh 131 dé upload shell.

Néu mot trong cac website d6 dinh 16i SQL Injection hodc cac 156i khac co thé khai
thac dé liy va chiém quyén Admin vao dé upload shell thi tir d6 s& 1a ban dap cho viéc
hacker tin cong qua website ciia nguoi dung. Mot phuong phap tuy khong hay lim nhung
cling duoc xem la loi hai la:

- KJ thudt tan céng Brute Force:

Hién van con rat nhiéu ung dung dé mat khau va username mic dinh sau khi cai dat
hodc dit cac mat khau qué dé doan nhu: 123456, admin, 123456789, 123abc.... Tir 6 ho c6
quyén upload file shell 1én hosting kia va thuc thi cac 1énh dé lay thong tin tir website clia
ngudi dung va pha hoai hé thong.

2. Déu hiéu nhan dién:

- Dya vao lich su truy cap trong ing dung.

- Dya vao nhat ky truy cdp ung dung (thong qua cac dia chi IP la).

- Dya vao dau hiéu khi ¢6 xéc thuc 2 buéc.

3. Pham vi 4nh hwéng:

- Hacker c6 thé danh cap nhiing thong tin nhay cam vé ca nhan nguoi ding, co quan,
don vi hodc chinh phu.

- Té liét, pha huy hé thong.

- Nhitng phan mém duoc hacker cai vao c6 mdi nguy hai 1au dai néu khong phat hién
kip thoi.

4. Phwong an xur ly

Dé phong chong khong bi tan cong Session Hijacking thi chiing ta can phong tranh bi
nghe 1én, mot khi hacker khong thé nghe 1én duoc thi ciing koh6ng thé tin cong vao session
clia ngudi ding. Mot torng cac giai phap dé tranh cac sniffer chinh 1 ma hoéa dir lidu, ma
hoéa duong truyén véi cac ky thuat nhu diung Secure Shell (SSH thay cho Telnet thong
thuong) khi quan trj tir xa hay ap dung Secure Socket Layer (SSL dung cho truyén thong
qua HTTPS ). Ngoai ra, ching ta c6 thé ngin khong cho hacker tuong tac vao dudng truyén
cling giup loai bé nguy co bi tdn cong ndy, voi nhiing giai phap hitu hi¢u nhu ding mang
riéng a0 (VPN), hay ap dung IPSEC. Sau day 1a mot s6 khuyén nghi nham ngan ngira:

- Session Hijacking:

+ Sur dung ma hoa.

+ Ung dung cic giao thirc an toan.
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+ Han ché cac két ndi dau vao.

+ Giam cac truy cap tu xa.

+ C6 ché d6 xac thuc manh mé.

+ Huén luyén cho nguoi dung, nang cao nhan thirc an toan thong tin.

+ Sur dung cac thong tin truy cap khac nhau cho céc tai khoan khac nhau.
- Local Attack:

+ Khong st dung cac ma nguon khong rd nguon goc vi c¢o thé c6 nhicu 161 hodc bi
chén ma ddc vao san.

+ Thuong xuyén update cac phién ban méi ciia cc loai ma ngudn mé dé va 16i.

+ Khong dit password qua dé doan, hiy tap thoi quen cho minh dung password két
hop kY tu in hoa, s6 va ky tu dic biét.

+ Khong dit tring 1 password cho nhiéu loai tai khoan. Vi bi mat cai nay co thé
mat ludn céi khac.

+ CHMOD 400 cho cac file c6 thong tin nhay cam, 101 cho folder.

+ St dung VPS thay vi diing hosting dé loai bo kha nang hack qua Local attack.

+ Thuong xuyén backup dir li¢u va quét dir 1iéu xem c6 chira ma doc hay khong.

V. TINH HUONG TAN CONG THAY POI GIAO DIEN
1. Pinh nghia:
Deface duoc dinh nghia 13 tdn cong thay d6i ndi dung website, thong qua mot diém

yéu nao do cua website, hacker s€ thay doi ndi dung website cia nan nhan. Viéc thay doi
ndi dung ndy nham mot s6 muc dich :

- Muc dich tbt: canh bao quan tri vién biét website dang tdn tai 10 hong bado mat/ diém
yéu nghiém trong. ..

- Muc dich khong tét: ching to ning lyc ban than, dang nay rat dé gip nhu kiéu
hacked by...

- Muc dich x4u: thu han, ndi dung thay ddi thuong 1a ling ma nan nhan hodc ndi dung
lién quan dén chinh tri, ton gido, qudc gia. ..

2. Phan loai:

- L6i SOL injection:

SQL injection 1a mot k¥ thuat cho phép nhiing ké tin cong loi dung 16 hong cua viéc
kiém tra dir liéu dau vao trong cic img dung web va cac thong bao 15i ctia hé quén tri co s&
dir liéu tra vé dé inject (tiém vao) va thi hanh céc ciu 1énh SQL bat hop phap.

SQL injection c6 thé cho phép nhiing ké tin cong thuc hién cac thao tac, delete, insert,
update, v.v. trén co s¢ dir liéu ctia tng dung, tham chi 1a server ma irng dung d6 dang chay.
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SQL injection thuong dugc biét dén nhu 1a mot vat trung gian tan cong trén cac (mg dung
web ¢6 dir lidu duoc quan 1y bang cac hé quan tri co so dit liéu nhu SQL Server, MySQL,
Oracle, DB2, Sysbase...

- L6i XSS (Cross Site Scripting):

XSS (Cross Site Scripting) 14 mot kiéu tin cong cho phép hacker chén nhiing doan
script doc hai (thong thuong 1a javascript hoac HTML) vao website va s€ dugce thuc thi &
phia nguoi dung (trong trinh duyét ctia ngudi dung). Vi du tai cac form tim kiém, comment,
form ding nhap. Dbi v6i XSS, ngudi bi tin cong 1a nguoi dung chir khong phai website,
hacker c6 thé dung XSS dé gui nhimg doan script doc hai téi mot nguoi dung bat ky, va
trinh duyét ctia ngudi ding sé thuc thi nhimg doan script d6 va giri vé cho hacker nhiing
thong tin ctia ngudi dung thong qua email hoic server do hacker dinh sin tir truée.

- L6 hong Remote File Include:

Kiéu tin cong nay, cho phép tin tic include va thyc thi trén may cha muc tiéu mot tép
tin duoc luu trit tr xa. Tin tic c6 thé s dung RFI dé chay mgdt ma ddc trén ca may cua
nguodi ding va phia may chii. Anh hudng cia kiéu tan cong nay thay doi tir danh cap tam
thoi session token hodc cac dit li€u cua nguodi dung cho dén viéc tai 1én cac webshell, ma
ddc nham dén x4m hai hoan toan hé théng may chu.

PHP c6 nguy co cao bi tan cong RFI do viéc st dung 1€nh include rat nhiéu va thiét dat
mic dinh cia server ciing anh huéng mot phan nao d6. Pé bat dau ching ta can tim noi
chtra file include trong tmg dung phu thudc vao dir liéu ddu vao nguoi dung.

- L6 hong Local file inclusion:

L4 hong nay nam trong qua trinh include file cuc bo ¢6 san trén server. LS hong xay ra
khi dau vao nguoi ding chira dudng dan dén file bat budc phai include. Khi dau vao nay
khong duoc kiém tra, tin tic co thé su dung nhiing tén file mac dinh va truy cap trai phép
dén chung, tin tic ciing c6 thé loi dung cac thong tin tra vé trén dé doc dugc nhimg tép tin
nhay cam trén cac thu muc khac nhau béng cach chen cac ky tu dac biét nhu “/, “../”, “-“.
Khong cap nhat phién ban, mat khau quan trj yéu.

Dit mat khau quan tri qua yéu (khong du d6 dai ky tu, khong co cac ky tu viét hoa, ky
tu dac bigt,... ), thiéu co ché chéng brute force khién ké tin cong co thé do password admin.
Cai dat cac module, plugin, extension, déu da cii bi dinh céc 156i bao mat di duge cong bd
(CVE) hodc khong cap nhat méi khi ding cic mi nguon mé hién nay thuong 1a joomla,
wordpress, ...

3. Déu hiéu nhin biét:

Thong thuong tin cong Deface chii yéu 1a vao cac trang mic dinh nhu: index.php,
index.html, home.html, default.html, trangchu.html..... thi chi cdn x 1y cac trang mic dinh
nay website s& hoat dong lai. Nhung néu hacker khong thay doi noi dung nhiing file trén thi
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ngudi dung khé thé phat hién va ngudi ding s& nhan duoc canh bao tir viée truy cap website
hodc nha quan 1y hosting.

4. Pham vi anh huwdéng:
Anh huéng giao dién tmg dung

5. Phuwong an xir ly:

1 Giam sat va thong bao khi website bi deface:

Thong bao cac by phan don vi li€n quan khi thdy hién tuong deface website xay
ra: Pon vi quan 1y website bi tan cong.

2 Thuc hién cac bién phap ngan chan.
2.1 | Xu ly noi bo:
- G bo ngay lap tirc trang website bi deface thay doi noi dung.

- Thuc hién chuyén doi domain website vé trang tam HTML c6 ndi dung trang
index giong vdi trang homepage cua trang chu.

- Sao luu toan bd }og va backup lai dir liéu website bi deface dé bo phan
Security phan tich kiém tra

- Thuc hién khoi phuc lai data sao luu gﬁn nhét va kiém tra phuc hdi dit lidu
website.

- Thuyec hién chuyén d6i domain website vé trang chinh.

- Phén tich log Firewall va WAF dé x4c dinh nguon IP, hinh thuc tan cong va
thuc hién ngan chan IP tan cong va dat rule fix 16 hong cua website.

- Tao access list trén router gateway dé ngan chan cac IP tan cong vao website.

2.2 | Xu Iy mo rong néu website bi deface lién tuc:

Lién h¢ véi cac chuyén gia tng ciru tham gia phan tich va tim bién phap xtr ly:
- Truy tim ma doc do hacker upload 1én server.

- Phan tich mAu ma ddc va viét cong cu diét cac ma doc.

- Theo d&i va cap nhat cic mau ma doc mai

Phén tich log hé thdng dé xac dinh ngudn tin cong, pham vi va hinh thic tin
cong:

- DO quét mé doc trén server hosting website bi deface. Néu phat hién file la ma
phan mém antivirus khong nhan biét 1a virus thi upload file do 1én website
https://www.virustotal.com/en/ dé kiém tra virus.

- Kiém tra network infomation. Str dung 1énh nbtstat liét ké bang NETBIOS
name chtra danh sach cac két ndi trén hé théng sir dung NETBIOS. Thu thap chi
tiét cac két ndi mang anh hudng dén hé thong may chu. Str dung 1énh netstat—ao
c6 thé gitip truy tim logged attacker, giao tiép IRCbot comminication va Worm
logging.

- Kiém tra cac tai khoan ngudi dung méi la, nhat 13 voi céac tai khoan c6 ID bang
khong.
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- Kiém tra liét ké thong tin user ton tai trén hé thong may chu bang cach st dung
cong cu UserProfileView.

- Kiém tra truy nhép hé thong bang cac tai khoan thong thuong, dé phong truong
hop cac tai khoan ndy bj truy nhép trai phép va thay d6i quyén han ma ngudi st
dung hop phap khong kiém soat dugc.

- Kiém tra loggon cua user. St dung cong cu Psloggedon Tool va Logonsessions
Tool kiém tra loai logon va thoi diém ma cac user remote vao may chu.

- Dya vao cac thong tin thu thap va duogc phan tich cua bo phan system va
security s€ dua ra phuong an khac phuc phong ngtra nhu: dong port upload fck
cua Tomcat, xoa user mic dinh, d6i port dich vu mac dinh...

4 Khoi phuc lai trang thai ban du khi tin cong da cham dut:

- Tiép tuc theo ddi giam sat dé xac dinh tinh trang tan cong va khoi phuc website
Ve trang thai ban dau khi tan cong da cham dut.

- Guri email thong bao cho cac ISP ¢6 nguon IP tin cong dé thong bao, yéu cau
ho ngan chan va xur Iy hanh vi tan cong.

- Lién hé voi don vi an ninh quéc gia (néu IP thudc Viet Nam) dé yéu cau diéu
tra nguoi thuc hién va xt ly theo phat luat.

5 Thuc hién cac bién phap phong ngua:

- Léap tai liéu qua trinh tan cong khac phuc, thao luan rat kinh nghiém va thuc
hién dicu chinh ke hoach/kich ban phong thu phu hop.

- Tang cudng cong tac gidm sat.

- Ty dong viéc gidm sat ndi dung (tinh bao toan ndi dung) website thong qua
phan mém Website Watcher, gitip phat hién va canh bao deface website som.

- Giam sat tinh bao toan ndi dung cua trang chinh (c6 thé nhan biét deface khi
thay doi files index), kiém tra thay doi banner va mot so tinh nang khac.

- Canh bdo thong qua sound, sms, email.

- Thong bao voi cac don vi phat trién website vé cac 16 hong source code dé fix
101.

- Cap nhat tin 1én website béng tai khoan VPN.

- Phéi hop véi cac don vi lién quan to chitc danh gia dinh ky 16 hong cua
website.

VI. TINH HUONG TAN CONG MA HOA PHAN MEM, DU LIEU, THIET BI

1. DPinh nghia:
- Ransomware:

Pay 1a cach goi tén ciia dang mi doc mdi nhat va c6 tinh nguy hiém cao d6 ddi véi
nhan vién van phong, bdi né s€ ma hoda toan b céc file word, excel va cac tap tin khac trén
may tinh bj nhiém 1am cho nan nhan khéng thé mé dugc file. Cac chuyén gia ciia Kaspersky
Lab nhan dang cac truong hop bi nhiém nhiéu nhét tai Viét Nam 1a do mét thanh vién
cua Ransomware — Trojan-Ransom.Win32.0nion gay nén.

2. Phan loai:
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- Trojans: Thay d6i ma héa nham danh cip mat khau ctia ngudi ding.

- Password Cracker: hinh thirc tdn cong lam v6 hi€u hoéa chirc nang bao vé mat khau
cua h¢ thong co quan, don vi sau d6 bé khoa dé truy cap.

- Virus: x0a dir liéu.
3. Pham vi anh hwéng:

- Mot khi ké xu, tin tic hay hacker biét duoc dir liéu lién quan téi co quan, don vi
ngudi dung, chung c6 thé boi xdu trén cac mang x3 hoi, trén phuong dién truyén thong bao
chi.

- Nguy hiém nhit 13 trong trudng hop co quan, don vi bi hacker chiém toan quyén
kiém soat hé théng cua co quan, don vi thi nguoi dung s¢€ rat kho léy lai dugc dir liéu cua
minh. Luc nay nguoi ding can phai nho t6i sy giup d& cia nhitng co quan, don vi an ninh
mang, co quan, don vi biao mat. Chung toi s& ing ciru, xir Iy su ¢ vé bao mat, 15 hong, an
ninh mang mot cach an toan va chuyén nghi¢p, ddm bao dir li¢u cta co quan, don vi dugc
an toan nhat.

- Ngoai ra, néu viéc bao mat dir li€u ctia co quan, don vi ngudi dung chua tot, hacker
c6 thé tan cong va thay doi cau hinh website, giao dién phan mém, xo6a dir liéu....

4. Phwong an xir ly:

Giai phap phan cimg: giai phap nay tap trung vao cac hé thong mdy chuyén dung, hé
théng may tinh hay nhitng mé hinh mang riéng biét.

Giai phap bao mat phan mém: hién nay phan mém, cong cu dugc sir dung trong co
quan, don vi rat nhiéu do d6 can c6 nhirng giai phap bao mat cho phdn mém cua co quan,
don vi nhu quan ly nguoi dung tdt, xac thue 2 yéu td, kiém soat thiét bi dau vao dau ra, cap
nhat ban va 15i phan mém. ..

Giai phap vé con ngudi: Thuong xuyén té chirc cac budi tip huin hodc dao tao kién
thirc bao mat dir liéu, an ninh mang, cac phuong phéap kiém tra 15 hong bao mat co ban. ..

VII. TINH HUONG TAN CONG PHA HOAI THONG TIN, DU LIEU, PHAN
MEM

1. Giéi thiéu:

Pay 1a cudc tin cong c6 hinh thirc pha hoai, nhim xo6a dit liéu tir cic may va khién
mot sd mang ndi b cia hang khong thé hoat dong Phé huy dir li¢u doi hoi it thach thirc vé
mat k¥ thuat hon so véi xdm nhap vao mdt mang ludi, do vay, cac su cd duge cong bd
khong xdy ra thuong xuyén thuong 1a do tin tac thiéu dong luc dé hanh dong. Hi¢n nay,
cong cu hack dang dugc lan truyén rong rai hon, va cang co nhiéu toi pham mang, nha hoat
dong, gian diép va cac dbi thu kinh doanh thir nghiém nhitng phwong phap nay.

2. Phan loai:

- Gui email chura phdn mém gian diép:
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Trudce hét hacker sé& thu thap thong tin vé di tuong can tan cong bang nhiéu cach thic
khac nhau: qua dai bao, phuong tién xa hoi, qua mdi quan hé, qua mang internet, tham chi 13
toi tan noi d€ tim hiéu. ..

Hacker s¢& thu thap cang nhiéu thong tin cang tdt: web, email, dién thoai, nhan sy, hoat
dong kinh doanh, so @6 hé théng... Sau d6 ho dung coéng cu k¥ thuat dé tim 16 hong. Poi
khi ho chua tién hanh truc tiép vao hé théng ma tap trung tan cong vao may tinh, dién thoai,
email... ctia mot nhan vién nao do trong td chirc hodc t6 chuc lién quan (tim hiéu gian tiép).
Théng qua nhitng bude trung gian nhu viy dé 14y thong tin can.

Cung cép thiét bi c6 chtra sin ma déc mot kich ban tin cong don gidn thuong dugce
hacker sir dung dé phat tan phan mém gian diép 12 giri email dinh kém file van ban.

N1 dung va dia chi cia cdc email nay 1a c6 that, ndi dung file dinh kém cling 1a c6
that nhung may tinh ngudi dung bi nhiém virus do trong file ¢6 chtra sin phan mém gian
diép. Khi cac file vin ban nay dugc mé, phdn mém gian diép s& xam nhap, kiém soat may
tinh. Ching an nau bang cach gia dang cdc phdn mém phd bién nhu Windows Update,
Adobe Flash, Bo gd Unikey, Tu dién... va chi hoat dong khi c6 Iénh cua nhiing ké diéu
khién nén rat khé phat hién. Cac ma doc nay am tham danh cap thong tin giri vé may chil
diéu khién hodc nhan 1énh dé thuc hién cac hanh vi pha hoai khac.

3. Déu hién nhin dién:

Kiém tra Internet Gateway cac IP doc hai, giam sat tir cac hé thong kiém soat truy cap
Internet.

4. Phwong an xir ly:

- Ngén chan céc dia chi doc hai, c6 1ap may tinh ra khéi mang.

- Thyc hién ldy miu dé xac dinh cac hanh vi.

- Lién hé ddi tng ctru dé phuc vu cac cong tac diéu tra chuyén sau.
VIII. TINH HUONG TAN CONG NGHE TROM, GIAN PIEP, LAY CAP THONG
TIN, DU LIEU

1. DPinh nghia

Céc phan mém gian diép bang cach nao d6 dugc cai dit vao thiét bi ciia ngudi dung

chung nam ving va thuc hién cac cudc tin cong c6 chu dich thong qua céc thiét bi bj nhiém,
hién tai muc tiéu tin cong phé bién 1a cac thiét bi IoT.

2. Phan loai:

- WildTangent: phan mém nély dugc cai dat thong qua American Online Instant
Messenger (AIM). Mot khi duoc cai dét, n6 s& lay céac thong tin vé tén ho, s dién thoai, dia
chi thu dién tr cling nhu la tbc d6 cua CPU, cac tham sb cua video card va DirectX. Céc
thong tin nay c6 thé bi chia sé cho cac noi khac chiém dung.

- Xupiter: chuong trinh nay s& tu nay cac bang quang cao. N6 thém cac chd danh dau
(bookmark) 1én trén menu cia chuong trinh duyét va, nguy hai hon, né thay doi cai dat cua
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trang chi. Xupiter con chuyén cac thoéi quen xai Internet (surfing) vé xupiter.com va do do
lam cham may. Ngoai ra n6 con doc ca dia chi IP va céc tin tirc khac.

- DoubleClick: ding mot tép nho goi 1a cookies theo ddi hoat dong tryc tuyén cia
nguoi dung.

- WinWhatWhere: théng bao cho ngudi khac biét vé cac to hop phim (keystroke) ma
nguoi dung go.

- Gator va eWallet: an cip tén, qudc gia, ma ving buu dién va nhiéu thi khac.

3. Déu hiéu nhén dién:

- Khi ngudi ding go tim mot dia chi trén "Internet Explorer" va nhan nut "Enter" dé
bat tim ki€m thi trang "search" thuong dung bi thay bo1 mot trang search la.

- Cac chuong trinh chéng spyware khong hoat dong dugc. N6 ¢6 thé bao 16i mat
nhirng tép tin can thiét, ngay ca sau khi cai dat tr¢ lai thi vin khong hoat dong. Nguyén do la
cac phan mém gian diép da ngan chin khong cho cai cac chuong trinh chéng gian diép hoat
dong hiru hiéu.

- Nguoi dung tim théy nhiing tén dia chi la trong danh sach "Favorites" mac du ngudi
dung chua hé dit n6 vao trong muc nay.

- May tu nhién chay cham hon thuong nhat, c6 nhimng tién trinh khong quen biét dung
gan nhu 100% thoi lugng cia CPU.

- O thoi diém ma ngu:(n dung khong hé 1am gi voi mang ma van thdy dén gui/nhan
chdp sang trén "dial-up" hay "board band modem" giong nhu la khi dang tai mot phan mém

vé may hay Ia c4c biéu tugng "network/modem" nhap nhdy nhanh khi ma ngudi ding khong
hé noi may vao mang.

- Mot "search toolbar" hay "browser toolbar" xuat hién mic du nguoi dung khong hé
ra 1énh dé cai dat n6 va khong thé xoé ching, hay la ching xuat hién tr¢ lai sau khi xo4.

- Nguoi ding nhan mot ctra s6 quang cdo khi trinh duyét chua hé chay va ngay ca khi
may chua noi két vdi Internet hay 1a nguoi dung nhén dugce cac quang cdo co dé tén nguoi
dung trong do.

- Trang chu cua ban bi d6i mot cach ki cuc. Ban doi n6 lai bﬁng tay nhung no lai bi
sua...

- G& vao céac dja chi quen biét ma chi nhan duogc trang trong khong hay bi bao 16i "404
Page cannot be Found".

4. Pham vi 4nh hudéng:

- Tlr c4 nhan nguoi dung cho dén doanh nghiép, t6 chic chinh phu,... déu c6 thé 1a
nan nhan ctia hinh thtc tin céng nay

- Su phat trién manh mé& cta IoT cang lam cho mtc do anh huéng cta hinh thirc tan
cong nay nhan rdng.

5. Phuwong an xur ly

- Can xay dung hé thdng giam sat dé nhan biét cac cudc tin cong st dung cac thiét bi
ToT mdt cach nhanh nhit, sau d6 tién hanh vo hiéu hoa may chu diéu khién dé ngan chan
hanh vi tn cong nay.
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- Hé thdng giam sat an toan mang dong vai trd quan trong, khong thé thiéu trong ha
tang cong nghé thong tin (CNTT) cua cac co quan, don vi, to chirc. Hé théng nay cho phép
thu thap, chuin hoa, luu trit va phan tich twong quan toan bd céac su ki€n an toan mang duogc
sinh ra trong hé thong CNTT cua t6 chrc.

- Ngoai ra, hé théng giam sat an toan mang phat hién kip thoi cac tdn cong mang, cac
diém yéu, 15 hong bao mat cua céac thiét bi, tng dung va dich vu trong hé théng. Phat hién
kip thoi sy bung nd virus trong hé théng mang, cic may tinh bi nhidm ma doc, cac may tinh
bi nghi ngo 1a thanh vién ciia mang may tinh ma (botnet).

Xl. TINH HUONG TAN CONG TONG HQP SU DUNG KET HQP NHIEU
HINH THUC

1. Pinh nghia:

Phan 16n cac k¥ thuat tan cong da duogc nhan dién ¢ cac muc trén, nhung mdt cudc tan
cong thuong trai qua nhiéu qué trinh va két hop nhiéu hinh thirc véi nhau. Tir d6 s& dé lai
nhiéu thong tin trén cac ving mang tir phia ngodi vao phia trong. Tir d6 mdi phan ving
mang can trang bi diy du cac giai phap dé c6 dugc day du thong tin khi cé bat ky thay doi,
va dua ra phuong an xur 1y.

2. Phan loai:

Céc hinh thirc tin cong chinh:

- Tén cong két hop lra dao thong qua mang xa hoi.

- Tén cong thong qua cac mi khai thac ma hé thong chua nhan dién.

- Théng qua céc tai khoan dugc cung cip tir trong noi bo.

3. Phuwong an xir ly:

- Két hop vdi cac bién phap di xay dung bén trén dé cung xtr 1y, phan tach vai trd tiing
vung mang va can bg xu ly riéng.

- Thu thap cac ngudn dit lidu dé phuc vu phan tich sau nay.

X. TINH HUONG CAC HINH THUC TAN CONG MANG KHAC

1. Pinh nghia:

Trén thuc té, hién nay co rat nhiéu dang, phuong thirc tan cong mang. Cac tin tac co
thé cai mi doc vao bén trong file hoic tmg dung phin mém cua hé thdng hodc tan cong tir
wifi bén ngoai...; cac hoat dong xam nhap ngay cang tinh vi, da chiéu vi vy “phong bénh
tot hon chita bénh”.

2. Phan loai:

- Tdn céng mang véi hinh thirc Phishing:

Nguoi dung rat dé bi lira néu khong dé ¥ t6i trang web ma minh dang truy cép bai vi
Phishing 1a kiéu tdn cong ngudi dung bang cach tao ra 1 trang web véi dia chi gia mao.
Chang han nhu www.google.com thanh www.gugle.com. Thong thudng véi hinh thirc nay,
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céc tin tic s& giri t6i nguoi ding 1 email ding nhap dé nguoi ding dang nhap va click vao
d6, tiép theo s& sir dung k¥ thuat diéu huéng dé diéu sang website chira ma doc. Va vo tinh,
khi nguoi dung dang nhap thong tin tai khodn gmail cia minh vao web gid mao dé, nguoi
dung da bi mét tai khoan.

- Tdn céng mang triee tiép tir bén trong nji bé:

Tin tac co thé cai gam may tinh tryc ti€p cia ho vao may tinh ctia nguoi khac hodc lay
duoc tai khoan va mat khau cua nguoi khac sau dé thuc hién hanh vi tan cong cua minh

Tan cong gian tiép. Cac hacker co thé nghe trom nhirng théng tin khi truy cip vao hé
thong mdy tinh nguoi dung dé danh cip dir liéu c4 nhan nhu hinh anh, file, video. ..

Tan cong theo tép dinh kém. Vi du nhu Email, file dinh kém chang han. Sau khi ngudi
dung click vao tép dinh kém thi 1ap tirc mdy tinh bi nhiém virus. Case Study dién hinh trong
thoi gian quy I ndm 2017 13 hang loat vu xay ra lién quan t6i ma doc tong tién Ransomware
khi nguoi dung Click vao tép dinh kém trong email. Hodc ma doc tong tién Ransomware ¢
thé an trong quang céo Skype, phan mém trén dién thoai iPhone, Android.

Tan cong an danh. Virus c6 thé xdm nhép vao may tinh bang nhiing phan mém doc hai
nhu nhitng phan mém diét virus, phan mém hoc tap hay cac trinh duyét, plug in an danh, 4n
trong quang cao cta trinh duyét va phan mém

- Tdn céng vao con nguoi:

Ké tan cong co thé lién lac voi nguodi quan tri hé théng, tao nén 1 hop thoai dang nhap
sau d6 yéu cau ngudi dung thay d6i mat khau, thay d6i ciu hinh hé théng. Phuong tc tan
cong mang ndy rat kho tim ra giai phap ngin chin triét dé ngoai gido duc nhédn thic cia
nguoi dung.

Mot s6 hinh thirc, phuong thic tn cong vao hé thong mang, may tinh khac nhu: thong
qua usb, dia CD, dia chi IP, server, qua ddu vao ctia may in....

- Giai phap:

Bao v¢ tai khoan ca nhan cua minh béng xac thuc mat khau 2 16p . Hién tai nhiing
trang web nhu facebook, gmail, nhitng trang web v&i giao thirc https cling da hd trg ngudi
dung bao mat mat khau 2 16p.

Khong nén st dung nhitng USB khong rd ngudn gdc hay d cdm vao nhiéu mdy tinh
khac nhau. Néu tdc do copy hodc paste file trong USB ctia nguoi dung cham thi nén thay cai
mdi voi dung lugng 16n hon

Dé tranh bi tan cong mang, nguoi dung ciing khong nén click vao nhitng duong link la
hodc nhirng trang web den

Dung nhitng phan mém diét virus uy tin

Nang cép cac trinh duyét, phan mém va tmg dung mét cach thudng xuyén
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Déi v6i cac doanh nghiép, dé tranh lai nhitng phuong thirc tan cong mang da dang cia
hackers can phai kiém tra, nang cp hé théng, c6 nhiing giai phap, chién lugc an ninh mang
r0 rang. Déng thoi viée bao tri hé théng mang, may tinh can duoc thuce hién mot cach déu
dan.

3. DAu hiéu nhan dién:
Theo tung loai tAn cong sé co d4u hiéu nhéan dién khac nhau, tuy tinh huéng doi ung
pho s€ c6 nhitng su ki¢n tuong tng.

4. Pham vi anh hudéng:

Tt ¢4 nhan nguoi dung cho dén doanh nghiép, td chirc chinh phu,... déu co thé 1a nan
nhan cta hinh thirc tan cong nay

5. Phuwong an xir ly:

Xay dyng quy trinh chung va ap dung cho cac loai hinh thirc tan cong, tir d6 dua ra
phuong an xir 1y cu thé.

X1. TINH HUONG SU CO NGUON PIEN

1. Dinh nghia:

Nguén dién bi mat dot ngdt do hoat dong cat dién dot xuat cua dién luc, su c¢b cham
chép trén dudong dan lam nhay Ap-to-mat. Ngudn dién bi ting giam ap dot ngdt xuat phat tir
su c6 thiét bi phu tai x4y ra & tram phat hay trén duong dan, co thé do sét danh. Céc su ¢
ngué)n dién co thé 1am thiét bi dién tur ngung hoat dong dot ngdt hoac hoat dong khong on
dinh gay anh huong, 16i ca hé théng phian mém lan phan cimg dan dén mét dir ligu, hu 6
cung, gidm tudi tho cua thiét bi.

2. Phuong an xir ly:

- Trang bi thiét bi UPS dé luu dién va c6 thoi gian chuyén d6i ngudn du phong.

- Trang bi may phat dién dé trong truong hop nguodn dién du phong khong hoat dong.

1 | Kiém tra ngudn d3 duoc tu dong chuyén sang dudng du phong.

2 | Chuan bi may phat trong trudng hop duong du phong ciing anh hudng.

3 | Boi van hanh kiém tra hoat dong cua hé théng.

4 | Theo ddi va chuyén ngudn vé ngudn chinh, theo ddi trang thai hoat dong cia may
phat.

XI1. TINH HUONG SU CO PUONG KET NOI INTERNET

1. Pinh nghia:
Su c6 vé duong truyén Internet xuat phat chi yéu tir viée dit cap quang di quéc té trén
bién. Céc sy ¢d do dut cap gay tinh trang chap chon khi két ndi Internet va khong thé khac
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phuc chi dong ma phai doi nha cung cap hoan tit stra chita. Viéc truy cdp cham két nbi
Internet ciing do céc thiét bi modem, switch hay card mang bi 16i. Ngoai ra, sy ¢ lién quan
dén két ndi Internet ciing c6 thé do c6 virus trong hé théng hoidc cac ing dung khong can
thiét truy cap Internet lién tuc chiém bang théng, 1am tri hodn truy cép internet cua hé thong.

2. Phwong an xur ly:

Trang bi thém tbi thiéu 01 duong Internet, can ¢ giai phap Fail Over khi xay ra mat
két nbi dau Internet, cac thiét bi Router, Moderm phai dwgc trang bi du phong, phong
truong hop thiét bi hu hong.

XI11. TINH HUONG SU CO DO LOI PHAN MEM, PHAN CUNG, UNG DUNG
CUA HE THONG THONG TIN

1. Pinh nghia:

Phan mém, phan ctng, ing dung cta hé théng thong tin chua dugc cap nhat, ton tai 16
hong nguoi ding vo tinh truy cap vao 16 hong ndy, hoic ké tan cong c6 cha dich khai thac
16 hong nay. Céc su ¢b nay dan dén truy cap tai nguyén ctia ngudi ding gip kho khan, tri tré
cong viéc hodc nguy hiém hon néu ké tan cong khai thac thanh cong dé xam nhép vao hé
théng gdy hau qua nang né hon.

2. Phwong an xir ly:
- Lién hé nha cung cap phan mém (néu con trong thdi han hop dong).
- Trang bi cac giai phap phong thii @& han ché tan cong trong trudng hop ton tai 18
hong nhung khong c¢6 ma ngudn dé khic phuc.
- Can trang bi, mua thém ban quyén néu tng dung da hét han.
XIV. TINH HUONG SU CO LIEN QUAN PEN QUA TAI HE THONG

1. Pinh nghia:

Viéc hé théng phai hoat dong lién tuc din dén d6i khi bi qué tai, c6 thé do truy cap va
hoat dong ting cao bat thuong 1én may chu vuot qua kha ning tai, ciing xuat phat tir cac yéu
t lién quan dén phan ctmg cii, xudng cip khong con xir Iy manh mé nhu thoi gian ban dau.
Ngodi ra cac 16 hong xuat phat tir cac phan mém dang chay gdy chiém tai nguyén 16n giy
treo dmg hé thong. Cac sy cd qua tai hé théng dé gay hién tuong tri tré hoat dong cta
doanh nghiép va co s&, d6i khi hé théng bi sup rat kho khic phuc.

2. Phwong an xir ly:
- Xéc dinh ngudn dang qua tai (may chu, tién trinh, két n6i).

- Xac dinh pham vi anh hudng.
- Lién hé véi quan tri, chu quan cua hé thong dé kiém tra cac ngudn goc.

- Xac dinh nguon goc, néu sy co6 dén tir bén ngoai -> ¢6 dau hi¢u bi tan cong tir choi
dich vy, xem phuong 4n xu 1y tinh huong tan cong DoS.
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- Néu ngudn gbc tir qua trinh van hanh, kiém tra cac thay d6i trén may chu/thiét bi dé
xé4c dinh nguyén nhén (tién trinh chiém nhiéu CPU, RAM, bang thong).

- Néu thiét bi van hanh ting cao vé luu luong, kiém tra cac Log két ndi qua thiét bi dé
nhan dién nguyén nhan va cach xu ly.

- Lién hé co quan chirc ning néu xay ra tin cong.

XV. TINH HUONG SU CO KHAC DO LOI CUA HE THONG, THIET BI,
PHAN MEM, HA TANG KY THUAT

1. DPinh nghia:

Ngoai ra trong khi van hanh véi cac ha téng k¥ thuét, viéc xdy ra va cham lén thiét bi
ngoai y mudn, nhu vo tinh 1am roi, nga, 1am do nuéc vao gy hu hong thiét bi. Pdi voi phan
mém, viéc cap nhat phién ban mdi doi khi gay hién tuong xung dot va khong tuong thich,
anh hudng dich vu dang chay, thdm chi gdy sup may chu.

2. Phwong an xir ly:

- Can xay dyng hd so kiém soat vong doi thiét bi, may chi, phin mém.

- Lap ké hoach nang cap theo thoi gian hiéu luc va vong doi.

- Trang bj thiét bi thay thé nong.

- Trong trudng hop thiét bi Inline xdy ra hu hong c6 thé bypass qua thiét bi (can
module bypass) hoic thay doi két nbi vat 1y.

- Khi thyuc hién nang cip thiét bi can co thiét bi du phong, sao luu cic cAu hinh trude
khi nang cap, can c6 phuong an roll back khi xay ra sy ¢ khong tuong thich.

XVI. TINH HUONG SU CO DO LOI CUA NGUOI QUAN TRI, VAN HANH
HE THONG

1. Dinh nghia:

- Léi trong cdp nhdt, thay déi, cau hinh phan ciing:

Khi cap nhat, thay d6i cdu hinh phan ctng, ngudi quan tri d6i khi sai thao tac hodc sai
cu phap din dén thiét bi chay khong on dinh, chét dich vu hodc xung dot cAu hinh véi cac
thiét bi khac. Cac 1i lién quan ciu hinh phan cing gay tri tré, thiéu 6n dinh trén hé thong
néu xay ra.

- Li trong cdp nhdt, thay doi, cau hinh phan mém:

Viéc cap nhat, thay ddi cu hinh trén phﬁn mém 14 can thiét, tuy nhién doi khi thyc
hién sai thao tic va ct phap dan dén 18i hodc khong chuan. Céc 15i lién quan dén cap nhat
thay d6i cdu hinh phan mém gay tri tré truy cap tir phia nguoi ding, c6 thé xuat hién hién
tuong khong tuong thich voi cac phan mém tich hop khéc.

- Loi lién quan dén chinh sach va thii tuc an toan théng tin:
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Quy dinh chinh sach va thu tuc an toan thong tin 1 bit budc, nhung doi khi xuét hién
cac 16 hong va thiéu chat ché din dén cac 16i lién quan. Viéc nay giy ra cic hanh vi sai trai
c¢6 thé duoc thuc hién trong hé théng, hodc sy chu quan ca phia ngudi dung va quan trj gay
thiéu sot trong khau van hanh va st dung, gy cac thao tac thiéu an toan.

- Léi lién quan dén viéc dung dich vu vi Iy do bdt budc:

Vi¢c dung dich vu doi khi xdy ra dé thuc hién bao tri, tuy nhién khi thuc hién ngung
chay dich vu gy ra hién tuong dich vu van chay nhung chay sai, hodc dich vu khong thé
khoi chay lai duoc nita. Céac 18i nay rat kho khic phuc néu khong cé thao tac dy phong, dich
vu bi tri hodn lau dai va co thé gay anh hudong cac dich vu khac trong hé thng.

- Li khdc lién quan dén nguoi quan tri, van hanh hé thong:

Su chi quan va lo 14 clia ngudi quan tri va van hanh hé thong dé giy ra cac thao tac sai
dé dan dén cac dich vu chay 16i, cac thiét bi chay sai va cac 16 hong c6 thé bi xam nhap.

2. Phuwong an xir ly:

- Giam sat va phat hién cac dich
vy, ing dung c6 bi gian doan hay
_ i khong.

1 | Gidm sat va phat hién _
- Nhan dinh nguyén nhan va xac
dinh sy c6 an toan thong tin theo
danh muc.

e . . Phéi hop cac don vi ing ciru
2 I,’ho1 hO‘p cac don vi chuyén trach cua Tinh va cac don
ung ciru 17
vi khac
- Can tién hanh sao

- Tién hanh phuc hdi dit liéu sao | Wt backup dinh ky
luu. - Cén chuan bj céc

3 | Cécbude xu ly - Tién hanh thay thé thiét bi. B ] low Bty

VO ) an muon thiét bi doi
- Tién hanh sir dung ting dung. | i c4c thanh phan
thiét bi du phong. quan trong ciia h
thong CNTT

- B4o céo cho ban lanh dao don s
Vi, Bang van ban hoac

4 | Bao céo ' _ Email d€ ghi nhin
- Bdo cao cho don vi chuyén st cd
trach vé CNTT cua tinh. '
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XVII. TINH HUONG SU CO LIEN QUAN PEN CAC THAM HQA TU NHIEN
NHU BAO, LUT, PONG PAT, HOA HOAN V.V....

1. Phan loai:
Danh muc cé4c su ¢d trong nhom nay:
- Béo, lut;

- Thién tai, dong dat, hoa hoan...

2. Phwong an xir ly:

Nén c6 phuong an
sao luu dy phong

Gidm sat va phat Thuong xuyén theo ddi cac tin turc . N
1 N e o dat tai trung tam dir
hién du bao vé tham hoa tu nhién o )
licu khac khu vuc
dia ly.
. . | Phéi hop cac don vi tmg ciu
Phoi hop céac don vi . op Ny ., 8 .
2 ] ] chuyén trach cua tinh va cac don vi
ung cuu

khac

- Tién hanh sir dung cac hé thong | Can tién hanh sao
tam dé duy tri cong viéc. luu backup dinh ky

- Tién hanh xay dung phuc hdi hé | Xem xét chuin bi
3 | Céc bude xtr ly thong ha tang sau tham hoa. phuong 4n cic h¢
- Phuc hdi dif liéu tir cac ban sao | thong du phong cho

lwu cac ung dung quan

trong.

- Bdo cao cho ban l1anh dao don vi. | Bang van ban hodc

4 | Baocao - B4o c4o cho don vi chuyén trach Email d& ghi nhan

v& CNTT cua tinh. Sy €.
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CHUONG V
CONG TAC TO CHUC, PIEU HANH, PHOI HQP TRONG POI PHO, NGAN
CHAN, UNG CUU, KHAC PHUC SU CO

I. CONG TAC PHOI HQP

Khi c6 sy ¢6 nghiém trong, can thuc hién cac cong tac phdi hop, két hop véi cac don
vi chirc nang dé han ché vé thiét hai, tir 36 Doi ung ciru ATTT mang tinh dua ra mot cach
thire xtr Iy chung cho céc trudng hop khan:

1. Ghi nhén tin cong:

Khi phat hién hé théng c6 nguy co mat an toan théng tin nhu: hé thdng hoat dong
cham bat thuong, khong truy cap dugc hé théng ung dung, ndi dung Cong/Trang thong tin
dién tir hodc giao di¢n ung dung bi thay ddi, céac su ¢d khac ¢6 lién quan,... cac don vi thyuc
hién cac budc co ban:

Budc 1: Ngat két ndi hé thong may chii ra khoi hé thong mang, bao céo sy cd dén Thi
truong co quan, don vi;

Budc 2: Sao chép nhat ky truy cap cua nguoi dung (logfile) va toan bo dir li€u ctuia hé
théng ra thiét bi luu trix (phuc vu cho cong tac phan tich);

Buéc 3: Khoi phuc lai hé thong, hodc st dung hé théng du phong va chuyén dir liéu
sao luu dy phong (backup) méi nhat dé hé thong hoat dong;

Budc 4: Téng hop, bdo cdo sy cd va noi dung khéc phuc gui vé Doi ung clru sy cd
ATTT mang tinh dé tong hop.

2. Nguyén tic phdi hop trong ing ciru sy cd:
a) Pon vi vdn hanh hé théng théng tin:

- Thuc hién céac budc khic phuc su ¢ theo budc 1 tai Muc 1 Phan I cua Phuong an
nay.

- Cac sy ¢b vuot quéa kha nang xir 1y, don vi thong bao dén Doi ing ctru dé hd trg khac
phuc va thuc hién bdo céo sy O ATTT mang (theo mau).

- Toéng hop, béo cao giri don vi chuyén trach CNTT (S¢ Théng tin va Truyén thong)
theo dinh ky 06 thang mot 1an va bao céo dot xuat khi c6 yéu cau.

b) Doi ung cuu s c6 ATTT mang tinh:
- Tiép nhan thong tin, bao cdo su ¢6 mét an toan thong tin cua don vi.

- Phan hoéi cho don vi, ¢4 nhan guri thong bao, b4do cdo ban dau ngay sau khi nhan duoc
deé xac nhan vé viéc da nhan dugc thong bao, bao cao su co.
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- Tham tra, xac minh va phan loai su ¢ an toan thong tin mang dé liwa chon phuong an
tmg ctru phi hop hoic dé xuat véi Ban chi dao xay dung Chinh quyén dién tir tinh chiu
trach nhiém chi dao ung ctu khan cép su ¢ ATTT trong pham vi trén dia ban tinh ddi vai
cac bién phap giai quyét vuot thAim quyén.

- Chu dong hd tro ngay don vi can tng ctru, xi 1y su ¢b trong kha niang va trach nhiém
cia minh, cir can bo k¥ thudt ctia Poi tmg ciru phdi hop voi can bo phu trach vé linh vuc
CNTT tai don vi dé ghi nhan, huéng dan giai quyét su ¢ trong trudng hop su ¢d phic tap,
nguy co cao vé an toan thong tin ma khong thé hudéng dan, trao d6i qua dién thoai, email voi
don vi bi sy cb.

- Giam sat dién bién tinh hinh (mg ctru sy ¢d va bao cao Ban chi dao xay dyng Chinh
quyén dién tir tinh va dé xuét, xin y kién chi dao trong truong hop khong thudc thim quyén,
pham vi trach nhi€ém hoac vuot kha nang xur ly ciia minh.

- Toéng hop, bao cdo Trung tim Ung ctru khan cip May tinh Viét Nam - Co quan diéu
phéi qudc gia vé tmg ctru su ¢ theo quy dinh va bao cdo dot xuat khi ¢ yéu cau.

- S& Thong tin va Truyén théng — Co quan thuong truc cia Poi ing ctru bao cédo vé Uy
ban nhan dan tinh dong thoi bio cao dén BO Thong tin va Truyén thong thong qua Trung tim
Ung ctru khan cap May tinh Viét Nam - Co quan diéu phdi qudc gia vé ung ctru sy b, dé
duoc hd tro khic phuc céc sy cd vuot qua kha nang xtr 1y ctua dia phuong.

I1. VAI TRO, NHIEM VU CUA CAC PON VI, BQO PHAN LIEN QUAN

Cin cir Quyét dinh sd 1165/QD-UBND ngay 28/12/2017 ciia Uy ban nhan dan tinh
Gia Lai vé viéc thanh lap D6i ing ctru an toan thong tin mang tinh Gia Lai va Quy ché hoat
dong cua D01 ung cliru su ¢ an toan thong tin mang tinh Gia Lai, trong d6 da néu ro vai tro

va nhiém vu cuia timg don vi chirc ning tham gia vao cac cong tac phdi hop qui dinh nhu
Sau.

Phat hién sw co ATTT; béo
cdo su cd ATTT theo
Phuong 4an nay (trong
truong hop khong thé tu
khic phuc)

Pon vi, ca nhan van hanh
h¢ thong thong tin

Céc co quan, don vi lién
quan

Nha thau cung cap dich vu
2  antoan thong tin mang

Chuyén gia trng ctru su

Ho trg phan tich thong tin c6 ATTT mang (theo

L su cO g L,
(néu co) ' pham vi dich vu néu c6)
3 Pon vi chuyén trach ing Xt 1y chinh trong cac Doitmg ciru su cd
cliru sy co truong hop xdy ra sy co ATTT mang tinh
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Co quan thuong truc vé bam bdo céc dieu kién cho

tmg ctru su ¢d ATTT mang  cong tac tng ciru su s6 S6 TT&TT tinh Gia Lai

T6 chirc cac hoat dong tng

ctru; dé xuit ké hoach, bién
B6 phan giup viéc Boi ung  phap k¥ thuat phong ngtra,
ciru su ¢ ATTT mang tinh ngan chdn va xu 1y, khéc
phuc su cd dé dam bao
ATTT mang
Tiép nhan cic bao cdo vé
su cd ATTT tr dia phuong;
phéi hop, hd tro thuc hién
g ctru su co.
Phéi hop voi co quan
chuyén trach vé ATTT dé Trung tdm CNTT&TT
khic phuc céc su )

Trung tam CNTT&TT

6  Co quan diéu phdi qudc gia VNCERT

Co quan lién quan dén sy
co ATTT mang

Phéi hop thuc hién tmg ciru

8 | Céc don vi lién quan khac. X
su co

Céc don vi ¢0 lién quan

~ CHUONG VI
TO CHUC THUC HIEN

I. TRIEN KHAI THUC HIEN
1. Poi ung ctru sy ¢b an toan théng tin mang:

- Trung tdm Coéng nghé thong tin va Truyén thong thudc S& Thong tin va Truyén
thong tinh Gia Lai (B phan gitp viéc Doi ing ciru sy €o):

+ Chu tri, phdi hop Véi cac ¢4 nhan, don vi lién quan té chic thuc hién Phuong an tng
pho su €6 an toan thong tin mang trén dia ban tinh Gia Lai;

+ Tong hop, tham muu giai quyét cic vudng mac, ton tai, phat sinh trong qua trinh
trien khai thuc hién Phuong an;

+ Hang nam, Trung tim CNTT&TT béo cdo, tham muu S& Thong tin va Truyén thong
stra doi, bo sung Phuong an ing pho su €6 bao dam an toan thong tin mang trén dia ban tinh
Gia Lai cho phu hop v6i tinh hinh thyec te.

- Co quan Thuong truc Doi tng ciu sy ¢é ATTT mang (S¢ Thong tin va Truyén
thong):

+ Pam bao cac diéu kién dé Doi tng ctu sw ¢d ATTT mang thuc hién cac nhiém vu
ung ctu Sy co6 theo Phuong an nay.

+ Lam dau méi phéi hop voi cac co quan chuyén mén vé ATTT & cap Trung wong lién
quan dén cong tac ung cuu Sy CO.

+ Huéng dan cac co quan, don vi thuc hién tét cong tac dam bao ATTT; cap nhat cac
phuong thirc tan cong, canh bao tinh hudng gay ra su co hé thong thong tin va phuong an xir
Iy trén chuyén muc An toan thong tin mang cua Trang Thong tin dién t¢ S& Thong tin va
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Truyén thong dé cac co quan, don vi, dia phuong chi dong nghién ctu, trién khai thyc hién.

+ Thuc hién cong tac bao cao dinh ky (hdng nim) hodc dot xuat theo yéu cau cua cac
co quan cap trén Ve tinh hinh thuc hién cong tac bao dam an toan thong tin mang, tng pho
Su €O an toan thong tin mang trén dia ban tinh.

4. Bé nghi Giam dbc cac s, ban, nganh, Cha tich UBND cdc huyén, thi x3, thanh phd
va Thu trudng cac co quan, don vi c6 lién quan pho bién, quan triét va to chuc viéc thuc
hién viéc tmg pho sy co vé ATTT mang theo Phuong an nay va cac quy dinh c6 khac lién
quan.

I1. SUA POI, BO SUNG PHUONG AN

Trong qua trinh t6 chirc trién khai thyc hién Phuong an, néu c6 khé khan, vudng mac
hodc van dé madi phat sinh can stra doi, bo sung thi cac co quan, don vi phan anh vé S&
Thong tin va Truyén thong dé tong hgp, xem xé&t, stra doi, bo sung cho phu hop./.

-
A
N5 zfn/ : A

Nazuven Ngoe Hung
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