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S&: 427/STTTT-CNTT Gia Lai, ngay 26 thang 3 nam 2021

VIV hoat dong tin cong mang, khai thac
15 héng bao mat caa phan mém
Microsoft Exchange

Kinh gui:
- Cong an tinh;
- B¢ Chi huy Quén su tinh;
- B¢ Chi huy B¢ d6i bién phong tinh;
- Van phong Tinh uy;
- Van phong Hoi déng nhéan dan tinh;
- Van phong Uy ban Mit tran to quoc Viét Nam tinh;
- Cac s, ban, nganh thudc tinh;
- Céc hoi, doan thé tinh;
- Uy ban nhan dan cac huyén, thi x3, thanh phd.

Theo coéng bd cta hang Microsoft ngay 02/3/2021, cac may chi thu dién
ter s dung phan mém Microsoft Exchange véi cac phién ban 2013, 2016 va
2019 c6 04 16 héng bao mat zero-day & mirc ¢ dic biét nghiém trong (ma 15i
CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, CVE-2021-27065).
Loi dung cac ma 131 nay tin tic co thé thyc thi cac 1énh diéu khién tir xa, qua do
cai dat cac loai ma doc dé kiém soat may chu, tai xudng thu dién tir cua nguoi
dung ma khong can xac thuc; mo rong leo thang tan cong kiém soat hé thdng
mang.

Mic du hing Microsoft da phat hanh ban cap nhat cho phan mém
Microsoft Exchange, tuy nhién, viéc cap nhat ban va bao mat cia hang
Microsoft chi khic phuc duoc 16 héng bao mat da duoc cong bd nhung khong
go bo duogce cac chuong trinh, ma doc gian diép da dugc cai trén may chu trong
hé théng mang. Néu khong Xur 1y, ngén chan kip thoi sé dan dén nguy co mat an
toan, an ninh mang, 19, mat tai liéu ndi bd, bi mat nha nudc.

Pé bao dam an toan, an ninh Mang va phong, chéng 16, mat bi mat nha
nuoC, SO Thong tin va Truyén thong dé nghi cac don vi, dia phuong khan
trwong, ra soat, kiém tra, khic phuc kip thoi 16 hdng bao mat trén cac may chu
thu dién tir s dung phan mém Microsoft Exchange, cu thé nhu sau:

1. Ra soat, kiém tra lai cac may chi thu dién tr c¢6 st dung phan mém
Microsoft Exchange véi cac phién ban 2013, 2016 va 2019.

2. Cap nhat ban va bao mat caa hang Microsoft, khac phuc 16 hong bao
mat (hwong dan chi tiét trong Phu luc dinh kém).

3. Tang cuong cong tac giam sat an toan, an ninh mang cho hé thong
thong tin trong co quan hanh chinh nha nudc; ra soat, loai bé cac chuong trinh,
ma doc gian diép dd duogc cai trén may chu trong hé thdng mang.
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4. Chap hanh nghiém chinh céc quy dinh cua phap luat vé bao vé bi mat
nha nudc; khong luu trit, truyén dua tai liéu bi mat nha nudce qua thu di¢n to néu
khong ap dung cac giai phap ma hoa dir lidu.

S0 Thong tin va Truyén thong dé nghi cac don vi, dia phuong phéi hop,
trien khai thyuc hién./.

Noi nhén:
- Nhu trén;

- UBND tinh (bao céo);

- Trung tdim CNTT&TT tinh Gia Lai;
- Luu: VT, P. CNTT.
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(Kém theo Céng van sé :
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Phu luc:

CHI TIET KHAC PHUC
LO HONG BAO MAT CUA MICROSOFT EXCHANGE

/STTTT-CNTT ngay

thang 3/2021

ciia S6 Théng tin va Truyén théng)

1. Thong tin cac 16 hong bao mit:

'?'.i' Tén 16 hong M5 ta Hwéng din va 16 hong
e https://msrc.microsoft.com/update-
g | CYEZ0R [ Tho phép Q0L tong G g ideren-Usvulnerability/CVE-
¥l tan cong 2021-26855
L6i insecure deserialization .
. X <" | https://msrc.microsoft.com/update-
p | CVE-2021- |cho phép doi tuong tan| =y qeninerability/CVE-2021-
26857 cong thuc thi ma véi quyen
A b A 26857
hé thong.
CVE-2021- Cho phép do6i tugng tan | https://msrc.microsoft.com/update-
3 cong ghi file tuy y sau xac | guide/vulnerability/CVE-2021-
26858
thuec. 26858
CVE-2021- Cho phép do6i tugng tan | https://msrc.microsoft.com/update-
4 cong ghi file tuy y sau xac | guide/vulnerability/CVE-2021-
27065
thuc. 27065

2. Thong tin cac phién ban dnh hwéng va ban va 16i:

'?'(I)' Phién ban anh hwéng Ban cap nhat
https://support.microsoft.com/en-us/topic/description-
of-the-security-update-for-microsoft-exchange-server-

1| Exchange Server2013 | ™ 5419 2016-and-2013-march-2-2021-kb5000871-
9800a6bb-0a21-4ee7-b9da-fa85b3el1d23b
https://support.microsoft.com/en-us/topic/description-
of-the-security-update-for-microsoft-exchange-server-
2| Exchange Server 2016 | ™ 519 5016-and-2013-march-2-2021-kb5000871-
9800a6bb-0a21-4ee7-b9da-fa85b3el1d23b
https://support.microsoft.com/en-us/topic/description-
3 Exchange Server 2019 of-the-security-update-for-microsoft-exchange-server-

2019-2016-and-2013-march-2-2021-kb5000871-
9800a6bb-0a21-4ee7-h9da-fa85b3e1d23b
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