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S6: 633/STTTT-CNTT Gia Lai, ngay 05 thang 5 nam 2021
Vv canh bao 04 16 hong bao mat mai anh
hudng nghiém trong téi may chu thu dién tir
Microsoft Exchange Server

Kinh gui:
- Cong an tinh;
- B Chi huy Quan sy tinh;
- Bo Chi huy B doi bién phong tinh;
- Van phong Tinh uy;
- Vin phong Hoi dong nhan dan tinh;
- Vin phong Uy ban Mat tran t6 quéc Viét Nam tinh;
- Cac s0, ban, nganh thudc tinh;
- Céc hoi, doan thé tinh;
- Uy ban nhan dan cac huyén, thi xa, thanh phé;
- Trung tam CNTT&TT tinh Gia Lai.

Theo danh gia cta Trung tam Giam sat an toan khong gian mang quéc gia
(NCSC) thugc Cyc An toan thong tin, B§ Thong tin va Truyén thong, rat nhleu
hé théng thu dién tir cta Viét Nam (nhu may chu thu dién tir cia co quan to
chtc nha nudc, to chirc ngan hang, tai chinh, cac doanh nghiép va cac to chirc
I6n khac) dang st dung Microsoft Exchange Server. Tai Viét Nam c6 khoang
hon 500 hé théng dang str dung Microsoft Exchange Server (trong d6 c6 nhiéu
hé théng thudc co quan Nha nudc). Cac hé théng ndy 1a muc tiéu chinh cua céc
nhom ddi tuong tin céng mang cé chu dich (APT), do d6 nguy co bi tin cong 13
rat cao khi xuat hién 15 hong bao mat maéi trong Microsoft Exchange Server.

Thang 03/2021, Trung tam Giam sat an toan khong gian mang qudc gia da
thuc hién canh béo rong rdi téi cac co quan, té chic, doanh nghiép vé cac 16
hong bao mat (CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, CVE-
2021-27065) anh huong dén Microsoft Exchange Server. Nhiéu co quan, t6
chttc da phan hdi thong tin thuc hién khic phuc, xt 1y cac 16 hong trén theo
huéng dan caa NCSC.

Pau thang 04/2021, Trung tam NCSC tiép tuc ghi nhan thong tin vé 04 15
hong méi (CVE-2021-28480, CVE-2021-28481, CVE-2021-28482, CVE-2021-
28483) anh hudng nghiém trong dén Microsoft Exchange Server, cho phép dol
tuong tan cong chén va thuc thi Iénh doc hai, cai cim ma doc va chiém quyén
diéu khién hé théng. Trong do:

- 02 16 hong CVE-2021-28480 va CVE-2021-28481: c6 thé s dung dé
tan cong vao hé thong ma khong can co tai khoan dang nhap hop 18.

- 02 16 hong CVE-2021-28482 va CVE-2021-28483: dé khai thac ddi
tugng tn cong can xac thuc vao hé thong Exchange Server.



2-

Thuc hién chi dao cia Uy ban nhan dan tinh Gia Lai tai Cong van sb
1623/VP-KGVX ngay 23/4/2021 vé viéc canh bao 04 16 hdng bao mat méi anh
hudng nghiém trong té6i may cha thu dién t¢ Microsoft Exchange Server va
huéng dan xir Iy; S Thong tin va Truyén thong tinh Gia Lai dé nghi cac don vi,
dia phuong c6 sir dung hé thong thu dién tir Microsoft Exchange kiém tra, khac
phuc Kip thoi cac 16 hong bao mat anh huong nghiém trong toi may chu thu dién
tir Microsoft Exchange Server, cu thé nhu sau:

1. Kiém tra, xac minh hé thong thong tin c6 kha ning bi anh huéng boi 16
hong trén dé co phuong an xu 1y, khic phuc 16 hong (hwdng dan chi tiét trong
Phu luc dinh kém); dong thoi nén thuc hién ra soat va xu 1y cac van dé an toan
thong tin cho hé thong thu dién tu.

2. Tang cuong giam sat va san sang phuong an xu Iy khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dac biét tién hanh ra soat lai toan bo hé théng
may chu thu dién tir va cac hé thong thong tin lién quan khac dé co bién phap xur
Iy kip thoi trong truong hop bi tin cong.

3. Guri thong tin két qua hoan thanh viéc khic phuc 16 hong bao mat noi
trén vé S& Thong tin va Truyén thong tinh Gia Lai trudc ngay 11/5/2021, dé
tong hop, bao cao Uy ban nhan dén tinh Gia Lai.

S Thong tin va Truyén thong tinh Gia Lai dé nghi cac don vi, dia phuong
phoi hop, trién khai thuc hién./.

Noi nhan:

- Nhu trén;

- UBND tinh (bao céo);
- Luu: VT, P. CNTT.
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Phu luc:

THONG TIN VE 04 LO HONG BAO MAT MOI ANH HUONG NGHIEM
TRONG TOI MAY CHU THU PIEN TU MICROSOFT EXCHANGE
SERVER VA HUONG DAN XU LY, KHAC PHUC LO HONG BAO MAT
(Kém theo Cong van sé : 633/STTTT-CNTT ngay 05 thing 412021
ciia S6 Théng tin va Truyén thong)

1. Thong tin cac 16 hong bio mat

?.‘i_ Tén 16 hong M5 ta Link tham khae hwéng dan
CP 0 phep fT o1 tqu g tar] . https://msrc.microsoft.com/u
CVE-2021- |cong khong can tai . .
1 . 2 pdate-guide/enUS/vulnerability/ CVE-
28480 khoan xac thuc dé thuc
o 2021-28480
thi ma tur Xa.
CPO phep 901 tqug tar] : https://msrc.microsoft.com/u
CVE-2021- |cong khong can tai . .
2 S 2 pdate-guide/enUS/vulnerability/ CVE-
28481 khoan xac thuc dé thuc
I 2021-28481
thi ma tr Xa.
e x https://msrc.microsoft.com/u
3 C\/2|§;1280221— CAh © ptlﬁep f}?‘l tu~q tn‘g)'zzn pdate-guide/enUS/vulnerability/ CVE-
cong thuc th1 ma tu . 2021-28482
e 2 https://msrc.microsoft.com/u
4 CVE-2021- CP 0 phép doi tuong tan pdate-guide/enUS/vulnerability/CVE-
28483 cong thuc thi ma tir Xa. 2021-28483

2. Hwéng dan khic phuc
2.1 Théng tin cac phién ban anh huéng va ban va 16i

S6 | Phién ban

TT | anh hwéng Ban cap nhat

Exchange
1 | Server 2013 | https://www.microsoft.com/enus/download/details.aspx?id=103000
CU 23

Exchange
2 | Server 2016 | https://www.microsoft.com/enus/download/details.aspx?id=103002
CU 20

Exchange
3 | Server 2016 | https://www.microsoft.com/enus/download/details.aspx?id=103001
CU 19



https://msrc.microsoft.com/u
https://msrc.microsoft.com/u
https://msrc.microsoft.com/u
https://www.microsoft.com/enus/download/details.aspx?id=103001

Exchange
4 | Server 2019 | https://www.microsoft.com/enus/download/details.aspx?id=103004
CU9

Exchange
5 | Server 2019 | https://www.microsoft.com/enus/download/details.aspx?id=103003
CU 8

2.2 Cac buwéc cap nhat (nén tat phan mém anti-virus truéc khi thuc hién
cap nhat)

Mg cira 6 nang cao Command Prompt (khong phai PowerShell) véi quyén
admin:

Budc 1: Chon Start/cmd.

Buéc 2: Chuot phai vao Command Prompt va chon Run as administrator.

Budc 3: Hop thoai User Account Control xuat hién, chon Yes/Next.

Budc 4: Nhap duong dan day du da tai vé dén thu muc chira “MSP file” va
nhan. Enter (chtl y khong bam dup vao “MSP file” dé chay).

Khi qua trinh cai dit hoan tat, hay bat lai phan mém anti-virus va khoi dong lai
may chu.
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