BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Doc 1ap - Tw do - Hanh phuc

Sb: 13/BC-CATTT Ha Noi, ngay 27 thang 03 nam 2018

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 12/2018
(tir ngay 19/3/2018 den ngay 25/3/2018)

BANG TONG HQP

1. Nham cai thién viéc két ndi v6i cr tri cling nhu ting cudng thém céac cong
cu, ning cao kha ning phong, chong tin cong mang dé bao vé hé thong bau
ctt, Chinh phu Hoa Ky thanh 18p Trung tam phan tich va chia s¢ thong tin co
so ha tang bau cu.

2. NIST dang cho ding cong khai dé ldy y kién rong rdi dén hét ngay
18/5/2018 dbi v6i du thao tiéu chuin cung cap hudng dan cho céc to chic

han ché nguy co mit an toan thong tin va phuc hoi hé thdng do cac cudc tin

cong mang, dac biét 1a cac cudc tan cong APT.

3. Trong tuan, Cuc ATTT ghi nhan co it nhat 51 duong dan (URL) trén cac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay
mét an toan thong tin nhu: phat tan thu rac; tan cong tur chdi dich vu; cai dat
va phat tan cac loai ma doc; luu trir cac ma khai thac diém yéu 16 héng mot
cach ty dong.

1. Piém tin dang chi y

1.1. Nham cai thién viéc két ndi véi cu tri cling nhu ting cudng thém cac
cdng cy, nang cao kha ning phong, chdng tan cong mang dé bao vé hé thdng
bau ctr, Chinh pha Hoa Ky thanh lap Trung tdm phan tich va chia sé thong tin co
s& ha tang bau cu (The Elections Infrastructure Information Sharing and
Analysis Center - ISAC).

ISAC gilip cac dia phuong giai quyét nhitng van dé lién quan toi chia sé
thong tin cac cudc tan cdng mang, 15 héng va giam sat an toan thdng tin tir xa.
Trung tdm An toan Internet (CIS - Center for Internet Security) duoc giao nhiém
vu thanh 1ap va diéu hanh ISAC. Hé thdng chia sé thong tin cac bang (Multi-
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State ISAC) s& duoc st dung dé chia sé thong tin, diéu hanh, hop tac vé an toan
trong bau cir nham thay thé cho céc vin phong chinh thuc.

Trudc d6, Chinh phit Hoa Ky ciing dd xay dung cac hé thdng chia sé
thong tin tuong tu cho nhitng linh vuc co sd ha ting quan trong nhu: linh vuc tai
chinh, nganh dién va nganh hang khong.

1.2. NIST cong bd du thao tiéu chuan "K§ thuat an toan hé thong: Cac
bién phap phuc hdi k¥ thuat cho céc hé théng mang an toan tin cay". Dy thao
tiéu chuan cung cip huéng dan nham gidp céac to chuc han ché nguy co mét an
toan thong tin va phuc hdi hé théng do cac cudc tan cdng mang, dic biét 1a cac
cudc tan cong APT.

Theo NIST, du thao tiéu chuan nay c6 thé duge xem nhu mét cuén cam
nang dé céc t6 chic cd thé s dung mot phan hoic tt ca cac nguyén tac vé kha
nang phuc hdi trén khéng gian mang dugc mé ta va ap dung cho cac méi truong
ky thuat, van hanh. Dé gilp céc t6 chtc xay dung kha ning phuc hdi trén khéng
gian mang caa hé thong, du thao nay bao gdom cac phan vé thyc hién, tich hop,
xac minh, chuyén doi, xac nhan, van hanh, duy tri va xu ly.

NIST dang cho ding cong khai dy thao tiéu chuan nay dé lay y kién rong
rai dén hét ngay 18/5/2018.

1.3. Pau thang 3 nim 2018, theo thong tin tir Microsoft, hang nay di phat
hién mot cudc tin cong ma doc dao tién 40 1ay nhiém gan 500.000 may tinh chi
trong vong 12 tiéng va ngan chan thanh céng viéc ma doc nay lay lan rong hon.

Theo bai nghién ctru, ma doc dugc goi la Dofoil (hay con dugc goi la
Smoke Loader) 1ay nhiém vao cac may tinh sir dung hé diéu hanh Windows va
loi dung hiéu nang CPU cua cic may bi nhiém dé dao tién ao Electroneum.
Dofoil s dung mot ki thuat chén ma cii duoc goi 13 “lam réng tién trinh”, tao ra
mét tién trinh mai c6 chira ma doc hai cua tién trinh hop 1é va thyuc thi ma doc
thay vi tién trinh gdc, diéu nay khién cac cong cu giam sat tién trinh va phan
mém chéng ma doc kho phat hién ra no.

Theo mau ma doc ma Microsoft nghién cau, tién trinh explorer.exe sé tao
mot ban sao ciia mi doc trong thu muc Roaming AppData va doi tén né thanh
ditereah.exe, sau do n6 s€ tao mot khoa registry OneDrive Run va tro téi ban sao
ma doc vira tao.

Nguoi dung cudi c6 thé sa dung phan mém phong, chéng ma doc
Windows Defender Antivirus (c6 san trén hé diéu hanh Windows hoic tai va cai
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dat tir trang web ctia Microsoft) dé tu dong loai bo ma doc Dofoil khi ching
khoi chay. Tuy nhién, viéc nhidm ma doc trude d6 co thé dé lai cac tap tin bi lay
nhidm va thay d6i hé théng vi vay ngudi dung can cap nhat Windows Defender
Antivirus va quét lai toan bo hé théng dé giai quyét van dé nay.

2. Tinh hinh tan cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo ddi, trich xut thong tin tir hé thdng k¥ thuat thoi gian qua, Cuc
ATTT nhén thiy trén khong gian mang dang ton tai nhiéu trang web tai Viét
Nam bj tin cong, loi dung dé thuc hién cac hanh vi gy mat an toan thong tin
nhu: phat tan thu rac; tan cdng tir chéi dich vu; cai dat va phat tan cac loai ma
doc (gan day nhat 1a cai dat va phat tan ma doc dé dao tién 4o); luu trir cac ma
khai thac diém yéu 156 hong mot cach tu dong (nhu 16 hong trén trinh duyét hay
cac thanh phan mé rong cua trinh duyét ma nguoi ding st dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan c6 it nhat 51 duong dan (URL) trén cac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay méat
an toan thong tin. Trong d6, thong ké, phan loai cac duong dan nay theo loai
ting dung may chii web ( IIS, Apache ...) va loai tén mién (.com, .vn, ...) cu thé
nhu sau:

Thong ké sé heong URL bj tdn cdng theo ing dung may chii web

o [
Microsoft-11S -

Céc ting dung may chu web khac F

© Phién ban phat hanh rong rdi



Thong ké sé6 lwong URL bj tan cong theo loai tén mién
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3. Tinh hinh tan cong lira dao (Phishing) trong tuan

3.1. Qua thu thap, theo déi, trich xudt tir hé théng ky thuat, Cuc ATTT
con ghi nhan co it nhat 995 trang web dat tai Viét Nam bi loi dung dé thyuc hién
tan cong Phishing trong tuan.

Théng ké s6 luong céc trang web phishing trong tuan
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3.2. Trén thé gidi c6 nhiéu cc trang web gia mao cac to chuc, doanh
nghiép, nha cung cép, dich vu 16n nhu Facebook, PayPal, Dropbox .v.v...

© Phién ban phat hanh rong rdi



Top 10 nha cung cép, dich vu bi giad mao nhiéu nhat trong tuan
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Viét Nam c6 nhiéu nguoi dung cac dich vu, itng dung nudc ngoai (ca
mién phi va c6 phi) nhu Facebook, Dropbox .v.v... vi vay nguodi dung can phai
hét strc canh gidc véi nhitng trang web gia mao dé€ an trom tai khoan.

4. L$ hong/diém yéu an toan théng tin trong tuan

4.1. Trong tuan, cac to chirc quoc té da phat hién va cong bo it nhat 274 15
hong trong d6 c6: 15 15 hong RCE (cho phép chén va thyc thi ma 1énh), 03 15
hong d c6 ma khai thac.

4.2. Hé théng k¥ thuat cia Cuc An toan thong tin chi dong ra quét trén
khong gian mang Viét Nam, danh gia, thong ké cho thay c6 06 nhom 16 hong
trén cic san pham, dich vu CNTT pho bién, c6 thé gay anh huong 16n dén ngudi
dung ¢ Viét Nam, nhu: nhdm 20 16 hong trén mot sd san pham, ung dung cia
IBM; Nhém 08 15 hong trén cac san pham, hé diéu hanh ctia Huawei .v.v

4.3. Chi tiét vé thong tin mot sd 16 hong trén cac san pham/dich vu phd
bién tai Viét Nam cu thé nhu sau:

sTT| Sanpham/ | 4 5 qubc té M6 ti ngin Ghi chu
dich vu
on1a. Nhém 07 16 hong bao mat trén  |[AMD

CVE-2018-8934 bo xtr Iy AMD ctia mot sdnén  |dang  lam
1 AMD  |CVE-2018-8935 |tang nhu EPYC, Ryzen, Ryzen |viéc  voi
CVE-2018-8932 |Pro va Ryzen Mobile cho phép |cac  hang
tan cong leo thang, dac biét phat |[d€é dua ra
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hién mot sb backdoor c6 san
trong firmware.

Cuc ATTT dang tiép tuc theo
ddi nhom 16 hong nay.

ban va

CVE-2018-1211

Nhom 03 16 hong trén mot sd
san pham, dich vu cua Dell
(Dell EMC IDRACT7/iDRACS,

Dell EMC NetWorker) cho phép|p3 c6
Dell  |CVE-2018-1218 |thyc hién tAn cong tir chdi dich|thong  tin
CVE-2018-1207 [V, tan cong Path Traversal, dac|x4c  nhan
biét 10 hong CVE-2018-1207 |v4 ban va.
cho phép chén va thuc thi ma
1énh.
CVE-2018-5504 |\hom 06 16 hong trén mot so
san pham Ung dung cua F5|Pa co xac
Fe CVE-2018-5502 |(BIG-IP nhiéu phién ban) cholnhin  va
CVE-2018-5505 |phép thuc hién tan cong tir choi|thdng tin
dich vy, chen va thuc thi ma|ban va.
1¢nh,
CVE-2017-8187
CVE-2017-17215 Nhom 08 16 I}éng trén mot s6
dong san pham cua Huawei Da co
Huawei CVE-2017-8176 |(FusionSphere OpenStack, |thong  tin
CVE-2017-15326 HG532, Huawei IPTV STB, vaxac nhan
mot s6 dong dién thoai) cho|va ban va.
CVE-2017-17306) 1.« chen va thue thi ma 1énh
Nhom 20 16 hong trén mot so
san pham, tng dung cua IBM
CVE-2017-1677 (Data Server Driver, DB2,
CVE-2018-1448 |GSKit, IBM Connections, IBM |Da co
BM CVE-2018-1427 ngz Fogpdation) cho phép thuc|thong tin
hién nhi€u hinh thtc tin cong|xdc nhan
CVE-2015-7458 |khac nhau gdm tdn coéng XSS, |va ban va.
CVE-2017-1655 |thu thap thong tin, nhiéu 16 hong
cho phép chén va thuc thi ma
1€nh
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o . |Chua co
CVE-2018-5768 [Nhom 02 16 hong trén thiét bi thong tin

6 | Tenda |CVE-2018-5770 |outer Tenda AC 15 cho pheplyse nhan
doi tuong tan cong co thé thuc

RO A o v e Yvaban va.
thi ma 1énh va ki€m soat thiét bi.

5. Hoat dong mot sé6 mang botnet, APT, mi dc tai Viét Nam
5.1. Mang botnet Conficker

Mang botnet Conficker dugc phét hién tir thang 10/2008. Ma doc nay
dugc thiét ké nham vao hé diéu hanh Microsoft Windows. Khi mi doc nay lay
nhiém vao mot may tinh, thi may tinh ndy tham gia vao mang botnet va co thé bi
diéu khién dé guri thu rdc (spam) va tan cong cac hé thong khac. Nhitng méy tinh
bi lay nhiém déu khong truy cip dugc cac website lién quan dén phan mém diét
virus hay dich vu cap nhat cua h¢ Windows (Windows Update).

Mic du mang botnet Conficker xuat hién tir nam 2008, loi dung 15 héng
cti (MS 08-067), da c6 ban va bao mat, tuy nhién tai Viét Nam, sb luong may
tinh nam trong mang botnet Conficker van con rat nhiéu trong tudn ma Cuc An
toan thong tin dang theo doi.

Théng ké s6 luong IP nam trong mang botnet Conficker
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5.2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

TT Tén mién/IP

g.omlao.com

u.amobisc.com

I.0naoy.com

mk.omkol.com

jwdOylsp.ru

4yuwi9kbmm.ru
kukutrustnet777.info
ghcqgvdmp.ru
104.244.14.252
09wb2knotg.ru
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6. Khuyén nghi déi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé théng mang ctia cic co quan, to
chtic, Cuc An toan thong tin khuyén nghi:

- Nham tranh viéc bi cac doi tuong tin cong loi dung cac trang web dé
thuc hién cac hanh vi gay mét an toan thong tin nhu da néu trong muc 2, Cac co
quan t6 chirc can phai thuong xuyén kiém tra, ra soat may chu web dé kip thoi
phat hién va cap nhat cac diém yéu, 16 hong trén cac mdy chu web thudc co
quan, t6 chtrc minh

- Nguoi dung can phai hét sirc canh giac voi nhitng trang web gia mao dé
an trom tai khoan, dac biét 1a cac trang web gid mao cac ung dung, dich vy phé)
bién nhu d néu trong muc 3.2 bao céo nay.

- Theo dd1 va cap nhat ban va cho céac 16 hé)ng, dic biét 13 16 héng néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan sin sang phdi hop véi cac co quan t6 chirc tién hanh kiém tra va boc g
ma doc botnet trén hé théng cua co quan don vi. Pé x4c minh cac may tinh bi
nhiém ma doc botnet, Quy don vi co thé lién hé v4i Cuc An toan thong tin theo
thong tin bén duéi dé phdi hop thuc hién.

- Kiém tra va xtr 1y céac thiét bi trong toan bg h¢ théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai Cuc An toan thdng tin da chia sé, dic biét
1a cac tén mién d3 néu trong muc 5.2 béo c4o nay.
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Thong tin lién hé Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; sb dién thoai: 024.3943.6684; thu dién tir

ais@mic.gov.vn.
Tran trong./.

Noi nhdn:

- Bo truong va cac Thir truong (dé b/c);

- Thu ky Lanh dao Bo;

- Bon vi chuyén trach vé CNTT cac bo, nganh;
-S& TT&TT cac tinh, thanh phé true thuéec TW;
- Cuc KSTTHC, Vén phong Chinh ph;

- Vu Khoa gido - Van xa, Van phong Chinh phu;
- Trung tdm CNTT, Van phong Trung uwong Dang;
- Trung tim CNTT, Vin phong Quéc Hoi;

- Trung tdm CNTT, Van phong Chu tich nudc;

- Cac Tap doan kinh té; Téng cong ty nha nudc;
T4 chire tai chinh va Ngan hang;

- Co quan, don vi thugc Bg;

- Lanh dao Cuc;

-Luu: VT, TTTV.
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PHO CUC TRUONG

(email)

Nguyén Huy Diing



PHU LUC
I. B4o cdo dwoc xay dung dua trén cic ngudn thong tin:

- Hé thdng xur 1y tan cong mang Internet Viét Nam, hé thong trang thiét bi
k¥ thuat phuc vu cho cong tac quan 1y nha nudc vé an toan thong tin do Cuc An
toan thong tin quan 1y van hanh;

- Kénh lién lac qudc té vé an toan thong tin; hoat dong hop tac giita Cuc
An toan thong tin va cac to chirc, hing bao mat trén thé gidi.

- Hoat dong theo ddi, phén tich, tong hop tinh hinh an toan thong tin mang
trén cac trang mang uy tin.

II. Gio6i thiéu vé Hé thong theo déi, xir Iy tan cong mang Internet Viét
Nam truc thugc Cuc An toan thong tin:

Trung tam Tu van va HJ tro nghiép vu ATTT truc thudc Cuc An toan
thong dang trién khai va van hanh cac hé théng k¥ thuat phuc vu coéng tac bao

dam ATTT mang qudc gia nhu sau:

1. Hé théng phan tich, phat hign tin cong mang tiv xa da nén ting

Vietnam Cyber Attack Map - Authority of Information Security

mic.gov.un

LIVE ATTACK

Hé thong duoc xiy dung dua trén cac cong nghé Al, thuong xuyén do
quét, kiém tra cac muc tiéu dua trén hé théng sensor san co cia Cuc An toan
thong tin va céac sensor khac trén toan thé giol, tor do, tu dong phat hi¢n, canh
bdo sém cac cudc tin cong mang nhdm vao cac muc tiéu duge ciu hinh sin,
nhanh chéng thong béo cho quan tri vién biét cc tinh trang cia cac cudc tan

cong mang nay.
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2. H¢ thong phan tich, do quét, tw dpng phdt hién tin céng tir xa cdc

website, cong thong tin dién ti

HENRARNRN:
-
|4

oO0oPOOOOO ;
000000000

Trudc tinh hinh céc hé thdng website, trang/cong thong tin dién tir ctia cac
co quan, t6 chirc dugc sir dung dé cung cip thong tin dén ngudi dan, doanh
nghiép, ban bé qubc té ciing nhu st dung dé cung cip cac dich vu cong truc
tuyén ludn phai d6i mat véi cac nguy co tan cong, thay doi giao dién, cai ma doc
trén website...

Cuc An toan thong tin di xdy dyng, phat trién va trién khai Hé thong phan
tich, do quét, tu dong phat hién tin cong tur xa cac website, céng thong tin dién
tr. Hé thong dugc thiét ké dé hd tro viéc theo ddi, giam sat va canh bao som vé
mic 40 ATTT cila cac website. Hé thong thyc hién giam sat tir xa nhung khong
can thiép, khong cai dit phan mém hay thiét bi vao ha ting cta cic co quan chi
quan website do.

3. H¢ thong theo déi, phdt hién ma djc, mang botnet tir xa

Hé théng theo doi cap nhat vé tinh hinh ma doc hai duogc xdy dung va
trién khai dé hd tro déc luc trong vi¢c nam bit cu thé va dﬁy du nhét vé tinh hinh
lay nhiém ma doc trong Viét Nam. Tir d6 c6 thong tin dé xay dung ké hoach va
phuong an xtr Iy béc gd cac ma ddc trén dién rong.

Véi hé théng nay cho phép cac can bd quan 1y, phan tich nim bat dugc
chi tiét cac dong ma doc, cac mang botnet dang hoat dong trén khong gian mang
Viét Nam.
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Vietnam botnet activities
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Bén canh d6 hé thong con gitp cic can bd phan tich nhanh chong nam bat
duoc xu thé 1ay lan, phat trién ctia cic ho ma doc, tir d6 dé ra cac phuong 4n tng
pho kip thoi cho timg thoi diém.

4. H¢ théng gidm sdt va phong, chong tin cong mang

Hé théng giam sat va phong, chéng tin cong mang ciia Cuc ATTT duoc
xay dung trén co so két hop gitta giai phap thuong mai va giai phap nguon mg,
bao dam khong phu thudc vao bat ky mot hiang hay mot cong nghé cu thé nao

trong viéc hd trg bao vé cac hé théng thong tin.

Co quan, td chirc ¢6 thé lién hé dé duoc tu van, hd trg trong cong tdc bao dam
ATTT, cu thé nhu sau:

- Ping ky nhan thong tin canh bio chung vé ATTT, lién hé: Ong Ha Vin
Hiép, s6 dién thoai: 0968689111, thu dién tir: hvhiep@mic.gov.vn;

- Piing ky theo dbi, giam sat trang/cong thong tin dién tir, lién hé: Ong
Nguyén Son Tung, s6 dién thoai: 0977325416, thu dién tir: nstung@mic.gov.vn;

- Piang Ky theo doi, giam sat, xir ly ma doc, lira ddo qua mang, lién hé: Ba
Bui Thi Huyén, s6 dién thoai:0932481987; thu dién tu: bt huyen@mic.gov.vn;

- Piing ky hd tro cai dit caim bién (sensor) dé giam sat, phong, chong tin
cong mang, lién hé: Ong Nguyén Pha Ding, s6 dién thoai: 01676611700, thu
dién tr: npdung@mic.gov.vn
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