Co quan: Tinh Gia Lai

Ky boi: S& Thong tin va Truyén thong
/ Email: stttt@gialai.gov.vn
Ngay ky: 18.01.2019 09:22:52 +07:00

UBND TINH GIA LAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc 1ap — Tu do — Hanh phic

So: 86/STTTT-BCVT

V/v tang cudng cong tac dam bao
an toan thdng tin trudc, trong va sau
Tét Nguyén dan Ky Hoi 2019

Gia Lai, ngay 17 thang 01 nam 2019

Kinh guri:
- C4C s, ban, nganh cap tinh;
- Cac co quan bao chi dia phuong;
- Uy ban nhan dén cac huyén, thi x4, thanh phd;
- Trung tAm Coéng nghé thong tin va Truyén thong;
- Phong vién thuong tra, van phong dai dién trén dia ban tinh;
- Céc doanh nghiép Buu chinh, Vién thong trén dja ban tinh.

Cin ctr K& hoach s6 02/KH-UBND ngay 02/01/2019 “t6 chirc cac hoat dong
nhan dip Tét Nguyén dan Ky Hoi nim 2019” va Chi thi sé6 02/CT-UBND ngay
05/01/2019 “Vé viéc t6 chirc cac hoat dong trong dip Tét Nguyén dan Ky Hoi 2019”7
ctia Uy ban nhan dén tinh Gia Lai.

Pé ting cudng cong tac dam bao an toan, an ninh thong tin trude, trong va sau
Tét Nguyén dan Ky Hoi 2019; phong ngura va c¢6 phuong an d6i pho khi co tinh
hudng xay ra, S& Thong tin va Truyen thong (TT&TT) dé nghi cac co quan, don vi va
dia phuong trén dia ban tinh ph01 hop, trién khai thue hién mot sd noi dung sau:

1. Cac co quan bao chi dia phwong; Phong vién thwong tri, vin phong dai
dién trén dia ban tinh:

Tuyén truyén, phd bién ndi dung Chi thi s6 02/CT-UBND ngay 05/01/2019 cta
Uy ban nhan dan tinh Gia Lai. Pong thoi, ting cudng thong tin, phan 4nh khong khi
vui xuan, dén tét ciia nhan dan trén dia ban; thong tin vé tinh hinh thi trudng, gia ca,
cong tac dam bao trat ty an toan giao thong, an ninh trat tu; phan anh kip thoi hoat
dong cham lo tét cua cac co quan, don vi, chinh quyen cac cap trén dia ban. Quan
triét, ddy manh thuc hanh tiét kiém, chéng lang phi; to chic cac hoat dong don tét
dam bao thlet thue, khong sir dung cong quy, phuong tién tai san cong trai quy dinh;
han ché, tiét kiém trong viéc t6 chirc cac hoi nghi, tong két, gap mat cudi nam.

2. Cac s6, ban, nganh:

- Pay manh cong tac tuyén truyén nang cao nhan thirc cho can bg, cong chic,
vién chirc vé& cong tac bao dam an toan théng tin mang, canh giac voi nhitng nguy co
mat an toan thong tin trong viéc str dung may tinh tir moi trudng mang, Internet; canh
giac voi cac hoat dong Itra dao thong qua hang loat trang web gia mao cac mang xa
hoi, ngan hang, co so cung cap dich vu 16n, cac chuong trinh khuyén mai, tring
thudng, ting qua tri an dé thu thap thong tin ca nhan, cc tai khoan ngin hang, thé tin
dung... cia nguoi st dung.

- Kiém tra, bao tri hé thong may tinh, hé thong mang Internet tai cac co quan,
don vi, kip thoi loai bo viée lay nhiém Virus, ma ddc ra khoi h¢ théng dé nham han
ché t6i da xay ra su c6 mat an toan, an ninh thong tin; tién hanh cap nhat phdn mém



chéng Virus, sao Iuu dit liéu dinh ky trén thiét bi, phﬁn mém bao mat ma UBND tinh
da cai dat cho céc s&, ban, nganh.

- Tang cudng cong tac quan tri, theo ddi hé théng cong/trang thong tin dién tir
ctia co quan; kiém tra, thiét 1ap cac hé théng tudng ltra va thiét bi phat hién/phong
chéng xam nhap dé bao vé, chong tin cong trai phép vao hé théng mang noi bo; chi
trong cong tac an toan thong tin d6i vai cac tai khoan quan tri, ding tai thong tin trén
hé thdng trang thong tin dién tir cua co quan. Cha dong trién khai cac giai phap dam
bao an toan va an ninh thong tin trong cac hoat dong ing dung cong nghe thong tin tai
don vi minh; t6 chtrc phong ngira, ddu tranh, ngin chin cac hanh vi lgi dung mang
thong tin, dac bi¢t 1a mang xa hoi nhu: facebook, cac trang thong tin dién tr c4 nhan
(blog) dé tuyén truyén, xuyén tac duong 16i, chu trwong, chinh sach cua Pang va Nha
nudc, xam pham dén an ninh qudc gia va trat ty an toan xa hoi.

- Hé théng mang may tinh tai cac co quan, don vi phai dam bao cac diéu kién ky
thudt cho cong tac trao d6i, thong tin, lién lac va chi dao diéu hanh; khong dé xay ra su
c¢b nao vé an toan, an ninh thong tin mang trong dip Tét Nguyén dan Ky Hoi 2019.

- C6 phuong an phong chong xur 1y tdn cong mang, tan cdng vao cac ung dung
cong ngh¢ thong tin nhu hé thong thu dién tir cong vu, hé thong quan ly van ban va
dleu hanh, mot ctra dién tur...; c6 cac phuong an ing ciru sy c6 nhu thay d6i mat khau
quyén quan tri hé thong, dung cac phan mém quét virus hé thong mang va CaC may
tinh c4 nhan; c6 bién phap sao luu dit liéu hang ngay, hang tuan ddi véi cac tng dung
cong nghé thong tin nhu Quan 1y van ban va diéu hanh, mot cira dién tir...

- Céc co quan, don vi c¢6 thé tham khao céc tai lidu:

+ Hudng dan bao dam an toan théng tin cho hé thong thu dién tir ciia co quan,
t6 chirc Nha nwée va Cong/trang théng tin dién tir dwoc cong bé tai Cong van sé
A30/BTTTT-CATTT ngay 09/02/2015 va Cong van 2132/BTTTT-VNCERT ngay
18/7/2011 cua Bo TT&TT

+ Canh bdo va hudng dan phong tranh nguy co bi tdn céng lira dao thong qua
cac trang web gia mao dwoc cong bo tai Cong van 29/CATTT-TTTV ngay 18/01/2018
ctia Cuc An toan thong tin — Bo TT&TT.

(Ban mém cdc tai liéu néu trén cé thé tai vé tir website cia S¢ TT&TT Gia Lai
tai dia chi: http://stttt.qialai.gov.vn)

3. Cong an tinh:

Pé nghi Cong an tinh chu tri, phéi hop véi cac co quan chic nang, UBND céc
huyén, thi x4, thanh phé ting cudng cong tac thanh tra, kiém tra va cé bién phap xu ly
nghiém cac t6 chirc, ca nhan loi dung mang ludi va cac dich vy vién théng, Internet dé
cung cap cac noi dung trai phap luat, cac noi dung phan dong, xuyén tac gay mat uy
tin cua Pang, Nha nudc trude, trong va sau Tét Nguyén dan. Chi dao cong an céc
huyén, thi xa, thanh phé phéi hop vai phong Van hoa va Thong tin thyuc hién tét cong
tac quan ly Internet, quan ly SIM thué bao di dong trén dia ban.

4. Uy ban nhén dan cac huyén, thi xi, thanh pho:

- Chi dao cac don vi, dia phuong truc thudc trién khai cac ndi dung tai Muc 2
Cong van nay.


http://stttt.gialai.gov.vn/

- Chi dao phong Vin héa va Thong tin phbi hop, huéng dan Dai Truyén thanh -
Truyén hinh; Trung tim Vin hoa, Thong tin va Thé thao va UBND céc x4, phudng,
thi trin to chirc tuyén tuyén trén hé thong thong tin co s& cac ndi dung tai Muc 1 Cong
van nay.

5. Trung tim Cong nghé thong tin va Truyén thong (thudc Sé Thong tin va
Truyén thong):

Tang cudng cic bién phap nham dam bao Trung tdm tich hop dit liéu cta tinh
van hanh tét, céng thong tin di¢n tur, trang thong tin dién tir ciia cac don vi thudc hé
théng chinh tri hoat dong on dinh, lién tuc dé phuc vu tdt nhiém vu dua cac thong tin
tuyén truyén, phd bién phap luat. Pam bao an toan, bao mat cac hé thong thu dién tir
cong vu cua tinh, hé théng quan 1y vin ban va diéu hanh...

6. Cac doanh nghiép buu chinh, vién thong trén dia ban tinh:

- T6 chirc, trién khai thuc hién cac phuong 4n dam bao an toan mang ludi va an
ninh thong tin, bao dam tuyét dbi an toan thong tin lién lac phuc vu cac co quan Pang,
Nha nude, chinh quyén dija phuwong cac cdp; Phan cong truc lanh dao don vi, tang
cuong truc didu hanh, tryc ing ctru thong tin, xir 1y kip thoi cac su c¢b nham dap tng
t6t nhat cac nhu cau thong tin trude, trong va sau Tét Nguyén dan Ky Hoi 2019. Dic
biét trong thoi gian: tir ngay 03/02/2019 dén hét ngay 09/02/2019 (#ic tir ngay 29
thang Chap nam Mau Tudt dén hét ngdy mung 05 thang Giéng nam Ky Hei) va gui
danh sach truc vé SO TT&TT trude ngay 28/01/2019.

- Nang cap dung luong mang ludi, tang cudng cac tram thu phat séng thong tin
di dong luu dong dé dap tmg t6i da cac nhu cau thong tin lién lac ting cao trong dip
Tét Nguyén dan cta nhan dan (Cha ¥: Luu luong thué bao ting cao nhiing dia diém
tap trung dong nguoi c¢6 nhiéu thué bao di dong st dung tai cac khu vui choi, giai tri
nhu: Quéang truong Pai Poan Két (dia diém t6 chirc chuong trinh vin nghé va ban
phao hoa mimg xuan Mau Tuét); Cong vién Pong Xanh; Cong vién Dién Hong; Khu
Du lich V& Nguén...).

- Phéi hop véi luc lugng Cong an va Quan su tai cac dia phuong trién khai
phuong 4n, ké hoach bao vé an toan mang ludi va cong trinh buu chinh, vién thong.
C6 phuong 4n dam bao céc thiét bi dy phong hoat dong t6t dé tmg ciru kip thoi khi 6
su c¢b vé mang, chi dao to (mg ctru thong tin san sang, phdi hop chat ché, hd tro 1an
nhau v6i cac doanh nghiép Buu chinh, Vién thong trén dia ban.

- Tang cudng luc lugng tudn tra cap thdng tin; tram thu, phat séng thdng tin di
dong; phong chéng chay, nd, dic biét tai cac trung tim chuyén mach, cac tuyen truyen
dan, ddu moi khai thac va van chuyén buu chinh phat hanh bao chi, cac diém truc tiép
giao dich.

- Phéi hop ché véi cac co quan Nha nudc cd tham quyén phat hién va ngin
chan kip thoi nhitng hanh vi loi dung mang luéi va dich vy buu chinh, vién thong,
Internet dé giri va phat tan nhiing thong tin gdy mét an ninh chinh tri, trat ty an toan
x4 hoi trude, trong va sau dip Tét Nguyén dan Ky Hoi 2019,

- Tang cuong viéc kiém tra, khai thac cac dich vu buu chinh; to chirc kiém soat
chat ché, uu tién va dam bao tuyét doi an toan viéc ti€p nhan, chuyén phat cac loai
buu pham, an pham, cong dién ctia co quan Pang, Nha nudc, luc lugng vii trang; dé

3



cao canh giac, kip thoi phat hién, ngan chan cac hanh vi loi dung mang ludi buu
chinh, chuyén phat dé van chuyén, phat tan hang cam, hang 1au va cac an pham c6 ndi
dung kich dong 161 kéo cac phan tir xau chong doi chinh quyén.

- Tuyén truyén, hudng dan cho cac chu dai 1y, khach hang st dung dich vu buu
chinh, vién thong va Inernet nim vimg va thuc hién nghiém cic quy dinh ctia Nha
nudc vé bao dam an toan, an ninh thong tin. Ting cudng kiém tra giam sat hoat dong
ctia cac dai 1y dich vu vién thong va Internet theo hop dong da ky két.

- Pé nghi cac doanh nghiép Buu chinh, Vién thong bao cao tinh hinh dam bao
an toan, an ninh thong tin trong dip Tét Nguyén dan Ky Hoi 2019 vé So Thong tin va
Truyén thong trude 09 gio 00 phut ngay 08/02/2019 (tirc mung 04 thang giéng Am
lich) theo s6 Fax: 02693.717.564 va Email: minhnv.stttt@gialai.gov.vn dé S¢ tong
hop bao cdo UBND tinh theo quy dinh.

TrLrO'ng hop dot xuit cac co' quan, don vi va cac doanh nghlep Buu chinh,
Vién théng can thong béo vé So Thong tin va Truyen thong qua cac s0 may:

- Giam d6c So: 0913.421376 (B/c Nguyén Ngoc Hung);
- Pho Giam dbc So: 0932.532789 (B/c Lé Thi Thu Huong);
- Pho Giam déc So: 0904.422662 (B/c Pang Quang Khanh).

Pé nghi cac so, ban, nganh; Cac co quan bdo chi dia phuwong; UBND cac
huyén, thi x4, thanh pho; Phéng vién thuong tra, van phong dai dién va cac don vi
lién quan trén dia ban tinh trién khai thuc hién./.
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