BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Doc 1ap - Tu do - Hanh phuc

Sb: 05/BC-CATTT Ha Noi, ngay 30 thang 01 nam 2018

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 04/2018
(tir ngay 22/01/2018 den ngay 28/01/2018)

Cuc An toan thong tin 1a co quan c6 chtrc ndng tham muu, gitp Bo truéng
Bo Théng tin va Truyén thong quan 1y nha nude va to chirc thuc thi phap luat vé
an toan thdng tin. Qua cong tac thu thap, theo doi, trich xuat, phan tich thong tin
trong tuan 04/2018 (tir ngay 22/01/2018 dén ngay 28/01/2018), Cuc An toan
thong tin thuc hién tong hop tom tat vé an toan thong tin dién ra trong tuan.

Cuc An toan thong tin giri tom tat tinh hinh dé c4c co quan, to chirc, ca
nhan tham khao va c6 cac bién phap phong ngtra hop 1y.

BANG TONG HQP
1. Ngay 22/01/2018, theo thong tin tir t& bao The Telegraph, mot s6 lanh dao

chinh phu Ha Lan st dung di¢n thoai duoc thiét ké riéng, nham bao dam an
toan théng tin trong cac chuyén di cong tic nudc ngoai.

2. Canh bao tan cong lra déo loi dung thoi diém cudi ndm c6 nhiéu chuong
trinh khuyén mai, giam gia, ting qua tri 4n.

3. Trong tudn ghi nhian 06 nhom 16 hong, diém yéu duoc cho 1a c6 thé gay

anh hudng 16n dén nguoi dung tai Viét Nam.

1. Piém tin dang chi y

1.1. Ngay 22/01/2018, theo thong tin tir t& bao The Telegraph, mot sd
lanh dao chinh phi Ha Lan st dung dién thoai duogc thiét ké riéng, nham bao
dam an toan thong tin trong cac chuyén di cong tac nudc ngodi. Dong dién thoai
nay duogc thiét ké véi cac thong sé ky thuat cong nghé thap dé han ché viéc tin
cong mang vao cac dién thoai nay. DPién thoai khong co két ndi internet, khong
ho tro cai dat ung dung phé bién, chi hd tro lién lac b'ﬁmg thoai, gt tin nhéin van
ban. Tuy nhién dién thoai nay ciing hd trg truyén dit liéu han ché qua mang an
toan duoc thiét 1ap san.
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1.2. Ngay 25/01/2018, theo thong tin tir hing tin Reuters, ba cong ty phan
mém 16n 13 Norton, McAfee va SAP d3 chdp nhan cho co quan chirc ning cua
Nga kiém tra md ngudn cac san pham. Dé dugc cung cip san pham ¢ thi truong
Nga, mot s6 cong ty cong nghé da dong ¥ voi viée chinh pha Nga do quét, kiém
tra ma ngudn mot s6 san pham ctia ho. Chinh phu Nga cho rang thyc hién kiém
tra ma ngudn dé phat hién ra cac diém yéu an toan thong tin va kha ning co thé
c6 ma doc cai dat trong cac san pham 1a can thiét dé phong, tranh cac cudc tan
cong mang.

1.3. Qua cong tac giam sat va theo doi tinh hinh, Cuc An toan thong tin da
phat hién chién dich tin cong ltra dao nhim vao nguoi str dung Internet Viét
Nam, dic biét 1a nhimg ngudi ding mang xi hoi Facebook. Nhitng chién dich
Itra ddo nay tao ra hang loat trang web gia mao cac mang xa hdi, cac ngan hang,
cac co s& dich vu 16n, cac chuong trinh tring thudng dé thu thap théng tin ca
nhan nguoi st dung, cac tai khoan mang xa hoi, cac tai khoan ngan hang, thé tin
dung .v.v... Cuc An toan thong tin d3 c6 Cong vin s6 29/CATTT-TTTV ngay
18/01/2018 guri cac co quan, to chirc canh bao vé chién dich tan cong lira dao
nay.

Pén thoi diém thyc hién bao cdo nay, Cuc An toan thong tin da phat hién
c6 it nhét 784 tén mién duoc st dung dé phuc vu cho cac chién dich tin cong lura
ddo noi trén, danh sich cic tén mién xin tham khéo tai duong dan
https://khonggianmang.vn/warn/phishing.txt .

2. Tinh hinh tin cong lira dio (Phishing) trong tuan

2.1. Qua thu thap, theo ddi, trich xuat tir hé théng k¥ thuat, ngoai 700 tén
mién d3 dé cap tdi O trén, Cuc ATTT cOn ghi nhan c6 it nhat 27 trang web dat
tai Viét Nam bi lgi dung dé thyc hién tin cong Phishing trong tuan.

Théng ké s6 luong céc trang web phishing trong tuan
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https://khonggianmang.vn/warn/phishing.txt

Danh sach cdc trang mang, dudng din dugc sir dung dé tdn cong lira dao,

cu thé nhu sau:

STT Puong din
1 | http://adgvietnam.com/themes/corporateclean/color/logining.php
2 | http://beautyhairvietnam.com.vn/ome/home_2/login.php
3 | http://happynest.com.vn/wp-content/themes/unite/oracle/index.html
4 | http://hela.vn/mpp/mpp/mpp/date/websc-bank.php
5 http://hoanganhvuaz.com/wp-
content/themes/twentyseventeen/assets/css/images/identity.php
6 | http://maihienhoangphuc.com/wp-includes/fonts/aa/index2.php?userid=
7 | http://nancy.vn/wp-includes/fonts/doc/ProtectedGd/index.php
g http://nuocuongquan2.com/css/GOOGLENEWW/GOOGLENEWW/GOOGL
ENEW/realestateseller/doc/work/ec
9 | http://panodyou.vn/Alibaba.com/product-inquiry.htmi
10 | http://glbh.mipec.vn/a4b8b8c4a7/https:/www.netflix.com/login/
11 | http://sgdecor.vn/wp-admin/user/bod/cod/114/chines/chines/index.php
12 | http://sgdecor.vn/wp-admin/user/Y AD/lIc/89/chines/chines/index.php?log
https://hoanganhvuaz.com/wp-
13 : L
content/themes/twentyseventeen/assets/css/images/identity.php
14 | http://sieuthinha.com/upload/embargmail.com.html
15 | http://smarthome.quangcaosangtao.vn/bitm/scheme/admin/earth.html
16 | http://smarthome.quangcaosangtao.vn/Chase_Online.html
17 | http://tcttruongson.vn/dropbox/5d088a92b61d5f39b6dceflc8e330b482/
18 | http://tcttruongson.vn/dropbox/a63b7bd2f5ae494d164008f085cbblca/
19 | http://tcttruongson.vn/dropbox/c588da69d76b29f4bf8dc84e51cc9a23/
20 | http://vitinhtd.com/amazon.co.uk
21 | http://whitestudio.com.vn/wp-content/languages/document/n/home/index2.php
22 | http://www.dalatngaynay.com/image/cdevio/index.htm
http://www.dalcheenivn.com/wp-
23 | admin/user/don/www.Santander.co.uk/myonlineaccounts2.abbeynational.co.uk
/log3.php
24 | http://www.hela.vn/mpp/mpp/mpp/date/websc-bank.php
25 | http://www.hela.vn/mpp/mpp/mpp/date/websc-flowsession.php
26 | http://www.ttkgroup.vn/libraries/joomla/plugin/update.html
http://xaydunghonngoc.com/wp-
27 | includes/js/tinymce/themes/flesh/chines/chines/index.php?login=autopure%40

gmial.com

2.2. Trén thé gidi c6 nhi€u cac trang web gida mao cac to chuc, doanh

nghiép, nha cung cap, dich vu 1én nhu Facebook, PayPal, Dropbox .v.v...
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Top 10 nha cung cép, dich vu bi giad mao nhiéu nhat trong tuan
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Viét Nam c6 nhiéu ngudi dung cac dich vu, tmg dung nudc ngoai (ca
mién phi va c6 phi) nhu Facebook, Dropbox, Outlook .v.v... vi vy nguoi dung
can phai hét sirc canh giac v6i nhimng trang web gia mao dé an trom tai khoan.

3. L6 hong/diém yéu an toan thong tin trong tuin

3.1. Trong tudn, cac td chitc qubc t& da phat hién va cong bb it nhat 272 15
hong trong d6 co: 48 16 hong RCE (cho phép chén va thyc thi ma 1énh), 37 16
hong da c6 ma khai théc.

3.2. H¢ théng k¥ thuat cia Cuc An toan thong tin chu dong ra quét trén
khong gian mang Viét Nam, danh gia, thong ké cho thay c6 06 nhém 156 hong
trén cac san pham, dich vu CNTT pho bién, ¢ thé gay anh hudng 16n dén nguoi
ding ¢ Viét Nam, nhu: Nhom 09 16 hong trong san pham, tmg dung ctua HP;
Nhom 14 18 hong trong cac san pham, giai phap ctia IBM; Nhém 0218 hong trén
cac goi thanh phan mé rong cua Joomla .v.v...

Thoi diém cac 16 hong, diém yéu nay duoc cong bd theo mdc thoi gian
(timeline) sau:

22/01/2018

CVE-2018-6000 24/01/2018 26/01/2018 28/01/2018

CVE-2018-5999 CVE-2018-5984 CVE-2017-1769 018 héng ®
CVE-2018-5985 CVE-2017-1545

CVE-2018-0845 CVE-2017-1204

GVE 20180848 CVE-2017-1516

CVE-2018-0862 23/01/2018 CVE-2017-1279
CVE-2018-0849
CVE-2017-2747 25/01/2018 27/01/2018
CVE-2017-2746 P
CVE-2017-3762 018 héng ©

CVE-2017-2745
CVE-2017-3768
CVE-2017-2750
CVE-2017-2743
CVE-2017-2741
CVE-2017-2744
CVE-2017-2740
CVE-2017-2742

Cdc 16 hong cé khd ndang anh hwéng téi nhiéu nguoi ding tai Viét Nam
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3.3. Chi tiét v& thong tin mot s 16 hong trén cac san pham/dich vu phd

bién tai Viét Nam cu thé nhu sau:

San pham/

STT dich vu

Ma loi quoc te

Mo ta ngan

Ghi chu

CVE-2018-6000

L | ASUSWRT | oy/E 2018-5999

Nhém 02 16 hong trén hé diéu
hanh thiét bi dinh tuyén cua
AsusWRT phién ban trudc
3.0.0.4.384_10007 cho phép ddi
tugng tin cong vuot qua co ché
xac thuc dé thay doi cdu hinh
thiét bi (bao gdm ca viéc thiét
lap mat khau tai khoan quan tri,
khoi chay tién trinh SSH cho
phép truy cép tur xa)

Pa coma
khai thac
Pa co
thong tin
ban va

CVE-2017-2747
CVE-2017-2746
CVE-2017-2745
CVE-2017-2750
2 HP CVE-2017-2743
CVE-2017-2741
CVE-2017-2744
CVE-2017-2740
CVE-2017-2742

Nhém 09 16 hong trong san
pham, tmg dung cua HP (céac
thiét bi may in HP, ) cho phép
dbi twong tin cong thyc hién
nhiéu hinh thic tin cong khac
nhau: thu thap thong tin trong h¢
thdng mang, tdn cong XSS thuc
hién céac script doc hai trong
trinh duyét cua nguoi dung,
chén va thuc thi ma Iénh dé
kiém soat thiét bj,

L5 hong CVE-2017-2741 cho
phép cheén va thuc thi ma 1énh
dong thoi da c6 ma khai thac.
Nhiéu dong may in bi anh
huong nhu: Designlet T790,
T795, TI1300, T2300, T920,
T930, T1500, T1530, T2500,
T2530, NEXUS 01 12 00.11
NEXUS 03 12 00.15...

HP Enterprise LaserJet Printers
and MFPs, HP Officelet
Enterprise Color Printers and
MFP, HP PageWide Color
Printers va MPS

Thiét bi may in c6 két ndi mang
duoc st dung trong hau hét cac
co quan, don vi nhung rat it khi
dugc quan tam dén van dé cap

ba co
thong tin
ban va
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2017-2741#_blank

nhat diém yéu bao mat.

CVE-2017-1769
CVE-2017-1545
CVE-2017-1204
CVE-2017-1516
CVE-2017-1279

3 IBM

Nhom 14 16 hong trong cac san
pham giai phap cua IBM (bao
gém: ) cho phép ddi tuong tin
cong thuc hién nhiéu hinh thuc
tan cong khac nhau nhu CSRE,
XSS, chén duong dan doc hai
(461 voi san pham co tich hop
ung dung web IBM Business
Process Manager, IBM Doors
Web Access, IBM Cognos, IBM
Integration Bus, IBM Jazz
Foundation), 16 hong CVE-
2017-1204 trong IBM Tealeaf
Customer Experienc thiét 1ap
cung thong tin xac thuc cho
phép truy cap va hé thong

216 héng
da co ma
khai thac.
baco
thong tin
ban va

CVE-2018-5984
CVE-2018-5985

4 Joomla

Nhom 0216 hong trén cac goi
thanh phan mé rong ciia hé quan
trt nd1 dung ma nguén mo
Joomla (gém Tumder,
LiveCRM SaaS Cloud 1.0) cho
phép thuc hién tin cong SQL
Injection dé truy cap vao dit liéu
nhay cam trén hé théng.

Chua co
thong tin
ban va
Pacoma

khai thac

CVE-2017-3762

> | Lenovo | ~yE 2017-3768

Nhém 02 16 hong trong san
pham, (mg dung ctia Lenovo cho
phép thuc hién tin cong khac
khau, trong d6 16 hong CVE-
2017-3762 nam trong thanh
phan luu trir thong tin xac thuc
Fingerprint Manager Pro, cua
may tinh Lenovo (nhu thong tin
dang nhap va di liéu
fingerprint...) cho phép bét ctr
ai co tiép xuc vat ly véi may
tinh déu c6 thé truy cip vao hé
diéu hanh mot cach dé dang.

L3 hong bao gom su dung giai
thuat ma hoa yéu, thiét 1ap cung
mat khau.

Cac may tinh thuong cai dat
Fingerprint Manager Pro gom:

baco
thong tin
ban va
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ThinkPad L1560, P40 Yoga,
P50s, T440, T440p, T440s,
T450, T450s, T460, T540p,
T550, T560, W540, W541,
W550s, ThinkPad X1 Carbon
(Type 20A7, 20A8, Type 20BS,
20BT), X240, X240s, X250,
X260, Yoga 14 (20FY), Yoga
460, ThinkCentre M73, M73z,
M78, M79, M83, M93, M93p,
M93z, ThinkStation.

Nhoém 04 15 hong trong bd san
pham Microsoft Office 2003,
2007, 2010, 2013, 2016 cho
phép dbi tuong tan cong chén va
thuc thi ma 1énh, ma doc tur xa
Microsoft |©VE-2018-0848 thong qua nhiéu kich ban khai
6 CVE-2018-0862 .
Office CVE-2018-0849 thac khau nhau.
La cac 1o hong CVE-2018-0805,
CVE-2018-0806, CVE-2018-
0807 da duoc canh bao trudc do
ngay 9/1/2018.

CVE-2018-0845
ba co
thong tin
ban va

4. Hoat ddng mot so6 mang botnet, APT, mi doc tai Viét Nam
4.1. Mang botnet Sality

Mang botnet Sality con goi 1a hay KuKu, 14 tap hop cta nhiéu loai vi-rit,
trojan cung hoat dong. Loai mi doc nay tin cong vao cac may tinh sir dung hé
diéu hanh Windows, 1an dau tién bi phat hién vao 04/6/2003. Thoi diém d6 ma
doc Sality dugce tim théy 12 mot ma doc 1ay nhiém vao hé théng qua cac doan ma
chén vao dau tap tin host dé giup mé cira hau va lay trom thong tin ban phim.

Pén nam 2010 xuat hién bién thé Sality nguy hiém hon va tré thanh mot
trong nhitng dong ma ddc phuc tap va nguy hiém nhat dbi voi an toan cua hé
thong. May tinh bi nhiém ma doc sé tré thanh mot diém trong mang ngang hang
dé tiép tuc phat tin ma doc sang cac may tinh khac. Mang botnet Sality chu yéu
dé phat tan thu rac, tao ra cac proxy, an cap thong tin ca nhan, lay nhiém vao cac
may chii web dé bién cic mdy chu ndy thanh may cha diéu khién cia mang
botnet dé tiép tuc mé rong mang botnet.

Theo théng ké vé mang botnet Sality cia Cuc An toan thong tin trong
tuan c6 nhiéu IP tai Viét Nam van nam trong mang botnet Sality.
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Théng ké s6 luong IP ndm trong mang botnet Sality
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4.2. Danh sach |P/tén mién déc hai cé nhiéu két noi tiv Viét Nam

TT Tén mién/IP
1 wjobfppuakv.me
2 f3b0c2e2.com
3 Ijylapa.com
4 toetomme.ddns.net
5 nugbeokokvil.com
6 ngme.yourwebfind.com
7 sihuxyfn.com
8-0-2-4-0-3-2-0-0-0-.0-0-0-0-0-0-0-0-0-0-0-0-0-18-0-0-0-0-0-0-0-0-
| 0-0-0-0-0.info
9 ruwufsahn.com
10 ywuwegokskgcowec.org

5. Khuyén nghi ddi véi cac co quan, don vi

Nham bao dam an toan thong tin trong hé théng mang cia cic co quan
don vi, Cuc An toan thong tin khuyén nghi:

- Nguoi dung can phai hét sirc canh giac voi nhitng trang web gia mao dé
an trom tai khoan, dac biét 1a cac trang web gia mao cac ung dung, dich vu phé
bién nhu d néu trong muc 2.2 bao céo nay.
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- Theo do1 va cap nhat ban va cho cac 16 hé)ng, dic biét 12 16 héng néu tai
muc 3.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan sin sang phdi hop véi cac co quan t6 chirc tién hanh kiém tra va boc g&
ma ddc botnet trén hé théng cua co quan don vi. Pé x4c minh cac may tinh bi
nhiém ma doc botnet, Quy don vi co thé lién hé voi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xir Iy cac thiét bi trong toan bo hé théng mang néu c6 diu
hiéu két ndi dén cac tén mién doc hai Cuc An toan thdng tin da chia sé, dic biét
la cac tén mién da néu trong muc 4.2 bao cao nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; sb dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhgn: " KT. CUC TRUONG
- Bo truéng va cac Thi trudng (dé b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bo; :

- Bon vi chuyén trach v& CNTT céc b, nganh;
-S6 TT&TT cac tinh, thanh phé truc thudc TW;

- Vu Khoa gido - Vén xa, Van phong Chinh phu;

- Trung tdm CNTT, Vén phong Trung uong Dang;
- Trung tim CNTT, Vin phong Qudc Hoi; (email)
- Trung tam CNTT, Van phong Chu tich nudc;
- Céc Tap doan kinh té; Tong cong ty nha nudc;
T4 chirc tai chinh va Ngan hang;

- Co quan, don vi thugc Bo;

- Lanh dao Cuc;

-Luuw: VT, TTTV.

Nguyén Huy Diing
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PHU LUC
l. Bao cdo dwoc xay dung dwa trén cic ngudn thong tin:
- Hé thdng x1r 1y tan cong mang Internet Viét Nam, hé thong trang thiét bi

k¥ thuat phuc vu cho cong tac quan 1y nha nudc vé an toan thong tin do Cuc An
toan thong tin quan 1y van hanh;

- Kénh lién lac qudc té vé an toan thong tin; hoat dong hop tac giira Cuc
An toan thong tin va cac to chirc, hing bao mat trén thé gidi.

- Hoat dong theo ddi, phan tich, tong hop tinh hinh an toan théng tin mang
trén cac trang mang uy tin.

I1. Gi6i thiéu vé Hé thong theo déi, xir Iy tin cong mang Internet Viét
Nam truc thu¢c Cuc An toan thong tin:

Trung tam Tu van va Hd tro nghi¢p vu ATTT truc thuoc Cuc An toan
thong dang trién khai va van hanh cac hé théng k¥ thuat phuc vu cong tac bao

dam ATTT mang qudc gia nhu sau:

1. Hé théng phan tich, phat hign tin cong mang tiv xa da nén ting

Vietnam Cyber Attack Map - Authority of Information Security

mic.gov.un

LIVE ATTACK

Hé thong duoc xiy dung dua trén cac cong nghé Al, thuong xuyén do
quét, kiém tra cac muc tiéu dua trén hé théng sensor san ¢6 ciia Cuc An toan
thong tin va céac sensor khac trén toan thé giol, tor do, tu dong phat hién, canh
b4o sém cac cudc tin cong mang nhdm vao cac muc tiéu duge ciu hinh sin,
nhanh chéng thong béo cho quan tri vién biét cac tinh trang ctia cac cudc tin

cong mang nay.
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2. H¢ thong phan tich, do quét, tw dpng phdt hién tin céng tir xa cdc

website, cong thong tin dién ti

HENRARNRN:
-
|4

oO0oPOOOOO ;
000000000

Trudc tinh hinh céc hé thdng website, trang/cong thong tin dién tir cia cac
co quan, t6 chirc dugc sir dung dé cung cip thong tin dén nguoi dan, doanh
nghiép, ban bé qubc té ciing nhu st dung dé cung cip cac dich vu cong truc
tuyén ludn phai doi mit véi cac nguy co tan cong, thay doi giao dién, cai ma doc
trén website...

Cuc An toan thong tin di xay dung, phat trién va trién khai Hé thng phan
tich, do quét, tu dong phat hién tin cong tur xa cac website, céng thong tin dién
tr. Hé thong dugc thiét ké dé hd tro viéc theo ddi, giam sat va canh bao som vé
mic 40 ATTT cila cac website. Hé thong thyc hién giam sat tir xa nhung khong
can thiép, khong cai dit phan mém hay thiét bi vao ha ting cia cic co quan chil
quan website do.

3. H¢ thong theo déi, phdt hién ma djc, mang botnet tir xa

Hé théng theo doi cap nhat vé tinh hinh ma doc hai duogc xdy dung va
trién khai dé hd tro déc luc trong vi¢c nam bt cu thé va dﬁy du nhét vé tinh hinh
lay nhiém ma doc trong Viét Nam. Tir d6 c6 thong tin dé xay dung ké hoach va
phuong an xtr Iy béc gd cac ma doc trén dién rong.

Véi hé théng nay cho phép cac can bd quan 1y, phan tich nim bat dugc
chi tiét cac dong ma doc, cac mang botnet dang hoat dong trén khong gian mang
Viét Nam.
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Vietnam botnet activities

—
5
H

Bén canh d6 hé thong con gitp cic can bd phan tich nhanh chong nam bat
duogc xu thé 1ay lan, phat trién cta cac ho ma doc, tir d6 dé ra cac phuong 4n Uing
pho kip thoi cho timg thoi diém.

4. Hé théng gidm sdt va phong, chong tin cong mang

Hé théng giam sat va phong, chéng tin cong mang ciia Cuc ATTT duoc
xay dung trén co so két hop giita giai phap thuong mai va giai phap nguon mg,
bao dam khong phu thudc vao bat ky mot hang hay mot cong nghé cu thé nao
trong viéc hd trg bao vé cac hé théng thong tin.

Co quan, td chirc ¢6 thé lién hé dé duoc tu van, hd trg trong cong tdc bao dam
ATTT, cu thé nhu sau:

- Ping ky nhan thong tin canh bio chung vé ATTT, lién hé: Ong Ha Vin
Hiép, s6 dién thoai: 0968689111, thu dién tir: hvhiep@mic.gov.vn;

- Piing ky theo dbi, giam sat trang/cong thong tin dién tir, lién hé: Ong
Nguyén Son Tung, s6 dién thoai: 0977325416, thu dién tir: nstung@mic.gov.vn;

- Piang Ky theo doi, giam sat, xir ly ma doc, lira ddo qua mang, lién hé: Ba
Bui Thi Huyén, s6 dién thoai:0932481987; thu dién tu: bt huyen@mic.gov.vn;

- Piang ky hd tro cai dit cam bién (sensor) dé giam sat, phong, chong tan
cong mang, lién hé: Ong Nguyén Pha Ding, s6 dién thoai: 01676611700, thu

dién tr: npdung@mic.gov.vn
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